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Abstract

Over the past few years, the quick development in Artificial Intelligence (Al) has devised novel techniques to
manipulate multimedia. The misuse of a face swap approach named deepfake has created various cybercrimes
like the spreading of fake news, identity theft, and financial crime. One promising countermeasure in
opposition to deepfakes is termed as deepfake detection. Still, the detection of deepfake is complex due to the
larger dataset. To resolve such issues, this paper develops the Fractional Secretary Bird Skill Optimization
Algorithm-enabled Pyramid Deep Belief Network (FSBSOA-PyramidFDBNet)-based multi-face deepfake
detection using Federated Learning (FL). The nodes and servers are the major parts of FL. In the training
model, the video frames are subjected to face detection. The facial action units are detected with the utilization
of Action Unit Network (AUNet). The feature extraction extracts the required features and the deep fake
detection is done using the proposed FSBSOA-PyramidFDBNet. The updated weight from the local nodes is
aggregated at the server. In addition, the FSBSOA-PyramidFDBNet-based multi face deepfake detection
attained the optimal accuracy, loss function, Mean Square Error (MSE), True Negative Rate (TNR), and True
Positive Rate (TPR) of 93.91%, 0.064, 0.179, 94.16%, and 92.35%.

Keywords: Deep Belief Network, PyramidNet, Skill Optimization Algorithm, Secretary Bird
Optimization Algorithm, Deepfake recognition.

1. Introduction

The current developments in computer-enabled editing generates the synthesizing and varying media in a
simple way. With the ongoing rise in DL and computer hardware, image synthesis has been an enormous
advance. Face alteration videos name Deepfake have increased on social media, and video-sharing sites [7].
The probability of misinformation has risen severely, especially with the phenomenon termed as Deepfake.
Owing to the improvement of social media and smartphones, the deepfake approach poses numerous hazards
to digital material and transfers deceptive information, which is not identified by human eyes [8]. Deepfakes
include several utilizations in the domains of education, entertainment, and politics, but they create
considerable ethical concerns and security. In the Deepfake system, a DL model generates the fake videos,
changes the old video, and even changes someone's voice. It is considered as a potentially destructive weapon
in malevolent applications aimed for propagating fake news and spreading dangerous or incorrect information.
The face-swapping videos create more risk to societal stability, personal privacy, and national security [1].
Despite the fact that a deepfake image may mislead human vision, videos have visible elements to distinguish
deepfakes and genuine ones [2]. Deepfake is a kind of artificial media, in which the fake contents are generated
using the existing content. The fake content includes audio signals, face-swapping techniques, and video
visuals. Particularly, Deepfakes are created by artificial intelligence (Al)-enabled global adversarial networks.
Hence, the detection of deepfake media is a complex task with a considerable demand in digital forensics [5].

Nowadays, the creation of deepfakes is immoral and a serious crime. The Deepfakes is a part of various

cybercrimes such as theft, cyber extortion, spreading of fake news, imposter fraud, financial fraud, inciting
violence, blackmailing, cyberbullying, democratic elections, and so on. Owing to the large count of current
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Deepfake videos and their growing authenticity, the manual distinguishing between actual and fake videos is
highly challenging. Deepfakes include modified videos or images that show the person from different angles.
As aresult, automatic Deepfake detection technologies are needed to identify deepfakes to protect individuals
from these kinds of cyber threats [9]. Numerous undesirable incidences of deepfakes have arisen on social
media platforms, which increases the concerns about the prevalent misuse of public [13]. Deepfake includes
additional concerns in political management systems, circumvention of biometric protection, and the creation
of fake pornographic. Hence, the deepfake detection methods are employed as effective tools for
differentiating the fake from genuine media [2]. They hope to keep the organizations and individuals from the
risk of fake information. Deepfake detection is a form of a binary categorization, which contains the leveraging
of Machine Learning (ML), forensic analysis, and advances in computer vision for detecting the key indicators
of image manipulation. Moreover, these methods distinguish the manipulated and authenticated facial images
[3]. Deepfake detection entails the estimation of anomalies and artifacts, that are not noticeable to the naked
eye, but the Al-based detectors can identify them. These detection models typically solve the temporal and
spatial irregularities [12].

Deepfake is employed for describing the numerous forms of face-altering methods, which utilize cutting-edge
approaches such as DL, and computer vision techniques. In addition, Face modification is classified into four
classes like full attribute manipulation, face synthesis, identity swap, and expression swap. One of the
commonly employed deepfake videos is identity swap, which is also named as face swap. In face swap, the
faces of the people are modified to those of the targeted person [11]. There are several significant strategies
are used to recognize the fraudulent images. In DL-based detection, image frames are gathered from a video
clip and applied to the network for detecting the authenticity. Nevertheless, these models frequently utilize
lower generalization power, which resulting less performance while facing some kind of deepfake or
manipulation approaches. Models like Convolutional Neural Networks (CNNs), VGG16, SqueezeNet,
DenseNet, GoogleNet, and ResNet are employed for deepfake identification. Still, the detection accuracy of
the models is not superior. As a result, the FL. models are introduced for detecting the deepfake. [6]. The
utilization of FL addresses the difficulties of DL and other Al-based models. In the FL architecture, every
local model could utilize the private data to the training of local model, and the parameters are upgraded to
the global server to attain the global training. After completing more aggregation, the aggregated update
process continued till the training of loss convergences. The FL generates an effectual training method for the
local data preservations with better generalization capacity [10].

In this work, the FSBSOA_PyramidFDBNet-based deepfake recognition and detection using FL is performed.
Using FL, the local updation on every node is done using the local data. Afterward, the updated data are fed
to the server, and the global models download the data at every node. The training is done by the downloaded
model and the iteration is performed on several interval. In training, the video is fed to frame extraction, and
then face detection is accomplished by YOLO v3-Tiny that detects the face. Following that, AU is detected
by the AUNet. The relevant feature is extracted for generating the feature vector. Finally, the deep fake
recognition is done using the PyramidFDBNet, and its hyperparameters are trained by the proposed FSBSOA.
At last, the weighted average technique modifies the updating and aggregates the weights.

The contribution of this article is illustrated as follows:

e Proposed FSBSOA_PyramidFDBNet-multi-face deepfake recognition using FL: The
FL-based multi-face deepfake is recognized using the proposed FSBSOA PyramidFDBNet,
where the hyperparameter of PyramidFDBNet is trained by the FSBSOA. The merging of
Skill Optimization Algorithm (SOA), Secretary Bird Optimization Algorithm (SBOA), and
Fractional Calculus creates the FSBSOA.

The paper is arranged in five sections: The motivations, and review deepfake detection techniques
are given in section 2, and the proposed FSBSOA PyramidFDBNet-based deepfake recognition is
described in section 3. Moreover, the experimental outcome of FSBSOA PyramidFDBNet-based
deepfake recognition using FL is illustrated in section 4, and section 5 describes the conclusion.
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2. Motivation

Deepfakes are generated by the DL approach, which replaces or manipulates the original face of the person
from the video or image. Deepfake recognition is crucial, since the deepfakes threaten secure information,
manipulate its originality, and spread disinformation. This motivates the researchers to devise the hybrid
optimization-based DL model to detect and recognize deepfakes.

2.1 Literature review

Alnaim, N.M., et al. [1] devised an Inception-ResNet-v2-based detection of deepfake. It detected the
module detected fake videos from a wide range of databases with various forms of fakeness. Still, it
was complex to detect the fakeness of the person wearing face masks. Khalifa, A.H., et al. [2]
developed a dual-scale large receptive field network (DSLRFN) for detecting the deepfake. In the
model, the unified Gabor created the circular and linear Gabor filters. The DSLRFN included self-
attention, dual-scale convolutional, classifier, and advanced embedding sections. The model
diminished the dimensionality and enhanced the reliability. However, the sequenced detector was
not used to detect the deepfake images owing to the need for temporal data. Awotunde, J.B., ef al.
[3] developed the deepfake detection model using CNN. In this approach, a noticeable degradation
score was obtained on the lower step of video compression. Still, this model failed to identify the
deepfake from the text and audio input. Coccomini, D.A., et al. [4] devised an EfficientNetV2-M-
based deepfake detection. This model considered two different setups, in which the first one limited
the preprocess and manipulation of video frames. The second setup considered a wider dataset with
several manipulation techniques. These techniques were employed to generalize the detection of
deepfake in a cross-dataset. However, it failed to attain the availability of resources during the
detection.

Qadir, A., et al. [5] developed the ResNet-Swish-BiLSTM-based Deepfake detection. This model
was fine-tuned and retrained with new data, and it detected new kinds of deepfakes. The model
created latency owing to the complex computation, and the real-time implementation was inefficient.
Soudy, A.H., et al. [6] devised the CNN with a vision transformer for detecting the deepfake. It was
effective in extracting the local features like textures, and edges from the image for the identification
of the finest manipulations. Still, the model required more resources due to the combination of vision
transformers in the training and inference stages. El-Gayar, et al. [7] developed deepfake detection
using a Graph Neural network (GNN). This approach was employed for handling the complex, and
large graphs to analyze the whole video sequences. Still, the training of GNNs needed labeled graph
data that was readily available. Saravana Ram, R., et a/. [8] devised the DBN with a pairwise learning
approach for deepfake identification. In the model, the pairwise learning resolved the variation
between the successive frames like the unnatural transitions or movements. Nevertheless, it required
a large count of pairs to identify the deepfake, which increased the requirement of resources, and
computational complexity.

2.2 Major challenges

The complexities faced in the existing works related to deepfake detection are listed below:

» The Inception-ResNet-v2 in [1] extracted hierarchical aspects to detect the artifacts in the
deepfake images. Still, the processing duration was high to process the complex and large-
scale detection task.

108



Stephy Joy D, 2025 Advanced Engineering Science

» 1In[2], the DSLRFN employed a dual-scale receptive model for capturing the global, and local
features for the extraction of extract comprehensive features, and improved the capability of
distinguishing the fake, and genuine images. Still, this model was suffered due to overfitting
problems.

» The CNN [3]-based deep fake detection learned the discriminative features from raw pixels and
increased the detection performance in an integrated system. Nevertheless, it needed a wider
range of labeled data for generalizing the unseen manipulations of deepfake.

» In [4], the EfficientNetV2-M offered better generalization ability for all the contexts and it offered a
minimum false-positive rate. Still, it failed to consider the attention function for allowing the
generalization of deepfakes with limited data.

» The identification of deepfake has a widespread attention in the past years. Even though various
deepfake detection methods were developed; but it was complex owing to the dissimilarity among
various deepfake models and the adjustment of videos throughout the development.

3. Proposed Fractional Secretary Bird Skill Optimization-enabled PyramidFDBNet for Multi-Face
Deep Fake Recognition using Federated Learning

Due to the remarkable growth in technology, highly realistic Artificial Intelligence (Al) generated videos
termed deepfakes, which control facial attributes and generate modified expressions with remarkable realism.
This kind of synthetically created threatens the privacy of the individual and the integrity of the social, and
legal systems. Hence, Deepfake recognition is critical to mitigate the communal threats created by
manipulated videos. As a result, this work proposes an effective model named FSBSOA PyramidFDBNet
for multi-face deep fake recognition and detection. The entities of the FL are servers, and nodes. In each
node, local updation is done by the local data, and the updations are given to the server. Then, the global
model downloads the updated local data on every node. The iteration is continued using the downloaded data.
The training model includes the following steps: At first, the input video collected from the database [14] is
subjected to frame extraction. The extracted frame is passed to the face detection phase, where the face
detection is carried out by using YOLO v3-Tiny [15]. After that, the detected face is forwarded to Facial AUs
detection, which is done by employing AUNet [16] [28]. Thereafter, feature extraction is employed to extract
essential features like Histogram of Oriented Gradients (HOG) [17], statistical features [18], and CNN features
[19]. The features are concatenated and the resultant features vector is given to deep fake recognition, where
the PyramidFDB Net is employed. Moreover, the PyramidFDB is the combination of the Pyramid Network
[20] and Deep Belief Network (DBN) [21], where the proposed FSBSOA is utilized to train the parameters
of PyramidFDB. In the server, the modification of local updation and aggregation is done based on the
weighted average technique. Figure 1 shows the raphial illustration of FSBSOA PyramidFDBNet for multi-
face deep fake recognition and detection.
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Figure 1.

Block diagram of FSBSOA PyramidFDBNet-enabled multi-face deep fake recognition
3.1 Training model sent to device
The data training is done in the local node, and transmits the local updates towards the server. The aggregated
local data within the global model is used to download the global data till achieving precise constraints.
3.1.1 Training and validation for each local node
The validation of local model is carried out via the local data, and the training is done on every node.
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3.1.2 Training model

The deepfake recognition is done in the training model, where the FSBSOA PyramidFDBNet detects the
deepfake. The following processes are done to obtain the multi-face deepfake detection.

3.1.2.1Acquisition of the video sample

The input video sample is collected from the OpenForensics dataset [14]. In the dataset, z counts of videos
are presented, which is given as,

D={D,.D,,...D,,...D | )
Here, the q’hvideo is represented as ) . The dataset includes the video from various real-world scenarios
q

with different backgrounds, face orientations, and varying lighting conditions. Moreover, the image shows
the facial features with forgery artifacts.

3.1.2.2 Extraction of video frames

Frame extraction is needed for the gathering of particular frames from a video clip. It evaluates every frame
separately and finds discrepancies to indicate the presence of deepfake. The analysis of video frames identifies
the changes in facial emotions and actions. The extraction of frames is needed to recognize and deteriorate
the deepfake content. In the extraction process, the frames are divided as per the count of frames, and the
video duration. The following mathematical expression shows the frame extraction,

fq = Fpes xVid_ (2)
where, the video duration is denoted by Vid and F Sshows the frames per second. The count of
T pe

frames extracted from the video D is given as,
q

Dq:{ﬁ:fzf“fq“’fy} 3)
where, the g"video in the dataset is specified as D , which includes y count of frames. The 4" frame
q

in the video D is portrayed as fq .
q

3.1.2.3 Face detection by YOLO v3-Tiny

Face detection locates and identifies the human faces from the frames. This procedure evaluates the
features like nose, mouth, and eyes. Here, the extracted frame fq is fed to the YOLO v3-Tiny [15] to

detect the face. The YOLO v3-Tiny includes the YOLOv3 with a minimal-intensity convolutional
layer. In the model, a pooling layer with few convolution layers is presented. The frame is fed to the
YOLO v3-Tiny, which divides a video clip. Following that, bounding boxes with lower scores are
eliminated. The max-pooling, and convolutional layers are employed as the feed-forward model to
extract the face features. The YOLOvV3-Tiny includes fewer parameters, and layers compared to
YOLOV3; hence, it offers quicker performance with less memory utilization. Furthermore, the face-
detected outcome attained from the YOLOv3-Tiny is denoted by Lq.

3.1.2.4 AU detection using AU-Net

AU detection is also termed as Action Unit detection, which detects the movements of exact facial muscles.

Here, the AU-Nets [16 [28] is utilized for the detection of AU. The face-detected outcome (Lq )is fed as the
input of AU-Nets, which effectively find the facial actions. Moreover, AU-Net identifies the important parts
in the face like the nose, mouth, and eyes. AUNet divides the face into several regions (eyes, cheeks, and lips)
that are significant for the detection of facial expressions. In AUNet, the attention function increases
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segmentation accuracy, and it enables the essential facial features to find the changes in facial expressions.
Due to the attention process, the AUNet effectively detects and segments facial actions. The AU detected

outcome attained from the AU detected outcome M q-

3.1.2.5 Feature extraction from AU detection

Feature extraction is essential to minimize the dimensionality of real information via the reduction of
inappropriate information and emphasizing the essential qualities of the image. Here, the HoG, statistical, and

CNN feature extraction are done from the AU-detected outcome M .
q
a) HOG feature

For extracting the HoG [17] feature, the histogram is created by dividing the image into small cells. Here, the
HoG feature is extracted from the AU-detected outcome A/ , in which every cell is assigned a bin histogram.
q

The division process provides an accurate description of the image, and the image gradients are sensible to
lighting. The obtained HOG feature is specified by X

b) Statistical features

After getting the HoG feature X, the statistical features [18] like mean, variance, standard deviation,
skewness, and entropy are extracted. The mean feature shows the whole count of features to the count
of samples. The mean feature is denoted by a term 5. The deviation of the feature from the average
value portrays the variance, which is denoted by n, . Moreover, the square root of variance is indicated
as standard deviation, and it is specified as n,. Entropy describes the quantity of unpredictability or
randomness in the feature, which is represented by the term n . The Skewness estimates the
asymmetrical distribution of values within a dataset, and it is expressed as n,. The overall feature
vector is expressed as,

le{nl,nz,---,ns} 4)

q

¢) CNN Features
The CNN [19] contains the convolutional, pooling, and fully connected layers. The convolution layer is

considered as the prime layer in CNN. Here, the AU-detected outcome M is applied to CNN feature
q

extraction. The pooling layer obtains a fixed function for enhancing feature invariance. Moreover, the CNN
feature vector NV 2is attained through the convolution layer. Figure 2 depicts the CN features.
q

Convolution Max Pooling

Fully Connected
Layer Layer

laver

-» —». -»'
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Figure 2. CNN Features
After getting the the statistical, and CNN feature vectors, the concatenated output vector is given as,

N =N _||N (5)
q ql q2

where, N 1and N 2shows the feature vector comes from the statistical and CNN features.
q q

3.1.2.6 multi-Face Deepfake recognition using FSBSOA_PyramidFDBNet

Deepfakes are considered as fake news about a particular person, which is made using DL techniques. These
fake contents negatively impact the privacy and disinformation of society. Hence, it is essential to detect
deepfakes to control the spreading of fake information. As a result, the FSBSOA PyramidFDBNet is
developed for detecting the multi-face deepfake. The integration of PyramidNet [20] with DBN [21] creates

the PyramidFDBNet. Initially, the frame extracted from the video clip fq is applied as the input of

PyramidNet, wherein the outcome 1is obtained. Following that, the output /f 1 and the feature vector N are
q

fed to the Pyramid Deep Belief layer, where the regression validates the similarity among the extracted, and
target features to provide the fused output . Finally, the output 2frorn the PyramidFDBNet layer and the

outcome from AU detection ( M ) considered by a single term MH is given to the DBN model, which
q q

creates the deepfake recognized outcome H K The structure of PyramidFDBNet is exhibited in figure 3.

AU detection
M
H, q
. ! [ Regression ] 2
) ) —)
[ Fusion ]

N 7L N A
H 3

Feature \ \ /

Y N Y e
PyramidNet ! PyramidFDBNet DBN
Figure 3. Network design of PyramidFDBNet
a) PyramidNet
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The configuration of PyramidNet [20] is similar to the CNN, which collects the features with several
resolutions. Here, the frame fq extracted from the video clip is fed as the input of PyramidNet. The

pyramidal model increases the information flow, and controls the size of a residual unit by the
downsampling technique. The residual links present in the PyramidNet control the flow of gradients,
and lessen the problem of vanishing gradients. The configuration of PyramidNet is adjusted easily
via the tuning of the initial count of feature maps, and growth rate. In the PyramidNet model, the
blocks are designed via the convolution filter, Batch Normalization (BN), and ReLUs layers. The
individual mapping of the PyramidNet is not utilized in the shortcut because the feature map’s size.
Therefore, a zero-padded shortcut relation is employed in the residual links. Moreover, the pre-
activation ResNets are utilized for the resolving of backward gradients. In the PyramidNet, the
following outcome is attained.

. d
f, _P(q,d)fq T ©)
The outcome from the PyramidNet is denoted as A, and the frame extracted from the video is
indicated by fq . Moreover, the residual function is represented by P( .
9,

)
b) PYDB layer

In PyramidFDBNet layer, the output / and the feature vector N is fed as the input, where the regression
q

evaluates the correlation between the target and the fusing of feature vector. The output in the g”iteration is
given as,

B =Y N xS§ (7
g =1 g A
Here, the count of the feature vector is specified as i, and the feature vector is portrayed as N . The

weight is indicated by A and the outcome of the PyramidFDBNet layer is given as,

H =uB +2H ®)
¢ )
H =ud N xS +=H, ©
=t 2
_ u z d
H2 _uﬂglNg xSﬂ, + 2|:}zq,d)ffl +})61—le (10)

The outcome of PyramidFDBNet ia specified by H .

¢) DBN

DBN [21] contains the latent variables termed as "hidden units,", which are employed for unsupervised
learning. Moreover, DBNs are employed as a generative graphical framework for learning the hierarchical

structure of the data, which are essential for pre-training the neural networks. The output H 2frorn the
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PyramidFDBNet layer and the outcome from AU detection ( M ) is denoted by a term MH € { H > M }is
q q q

given to the DBN. The DBN is utilized for back-propagation, identifying the smallest periphery region, and
fine-tuning parameters. The DBN is created by the layer-based training model of RBM. In the RBM, the two-
layer network detects the Markov random value with hidden and visible units. The outcome of DBN is given
as,

f N . . Lk G .
H3:_Z::‘hﬂgﬂ_zzz‘lo]c—g;wﬂgﬂjg (11)

H =—-hE—i"H —E'WH, (12)
T T g u T 3 u d
H =-h'é—i (uilengl+5[P(q’d)fq +P;{1D—§ W(uiZlNngl+5[P(q,d)fq +Pq_]D (13)

where, @ = {hw ig,zaﬂg }, and @, shows the weight for the hidden unit ¢, and visible unit x. The

terms 7 , and i specifies bias, and the outcome from the DBN is denoted by A . Tthe outcome

from previous layer (PyramidFDBNet) is portrayed as H .

3.1.3 Training of PyramidFDBNet using the proposed FSBSOA

The hyperparameter of PyramidFDBNet is trained by the FSBSOA. The merging of SBO [22], SOA [23], and
FC [24] develops FSBSOA. SBO is based on the secretary bird's tactics to survive in the surroundings.
Secretary birds protect themselves from predators, and continuously seeking for prey. In the exploration stage,
the simulation of secretary birds pursuing snakes, while the exploitation function specifies the fight against
the predators. In this stage, secretary birds survey their lives and determine the optimal route to reach the safe
location. The SBO is employed to solve real-world optimization problems. Moreover, the SBOA controls a
massive number of variables and constraints to handle complicated real-world problems. To achieve faster
convergence, the SOA is added to the SBOA. Human efforts for gathering and increasing skills are the basis
of SOA. The SOA includes the exploration and exploitation. In the initial phase, skill is acquired from experts,
while the second phase includes the development of skill by practice as well as the effort of individuals.
Furthermore, the SOA offered optimal convergence speed. For resolving the complex mathematical function
in the optimization, the FC is added to SBSOA. The FC includes the effectual mathematical methods to solve
the differential equations and attain easier computation. The step included in the FSBSOA is described below:
Step 1: Initialization

The SBOA method is based on a metaheuristic system, in which the secretary bird portrays the population
member. The location of the member finds the decision variables. The initialization of SBOA is formulated
as by Km = ﬁbau +bhx (19}701[ _ﬁbau ),m =1,...,G,andv=1,2,...,R, where, the location of the m™ secretary bird
is specified as Km. The upper and lower bounds are indicated as ,9bou and /¢ son” Moreover, the random

number b lies in [0, 1]. The candidate solution for the secretary bird is given as,
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kl 1 kl,v kl,*)?
K = kml kmv km‘.R (14)
I kG,l e kG,v . kc,sn |-

where, the group of secretary bird is denoted as K, and K shows the m” secretary bird in the "
m,v

dimensional space. The group of members are symbolized by the term G, and the problem with numerous
dimensions are indicated by R.

PARNELSY
J= jm -[J(k,) (15)
odon [J(K,)],

th

The objective vector is denoted by J, in which the objective value for ;™ secretary bird is indicated by J .

Step 2: Evaluation of Fitness

The optimal solution is achieved by the value of fitness parameters, which is estimated by the error function
as follows,

Lz .. 2
Fitness=—Z(H -H ) (16)

zaoiN A 3

Here, the he expected outcome is specified by H*, and the output of PyramidFDBNet is given as H K
q

Step3: Updated equation of FSBSOA
To attain faster convergence, the SOA [23] is integrated with the exploration phase (escaping tactics) of SBO.
Hence, the updated position for SBSOA is expressed as,

bxC (LO-1)+1 %k, (1-bA)
(1,0-bA)

where, the random numbers p lies within [0, 1], and A lies in between of {1,2}. The term (C indicates the

km,v (7"+1): (17)

selected experts to train the m'"candidate in the y”dimensional solution space. Moreover, [ , implies the
randomly created array of size 1x%Rand k_ shows the random candidate solution in the present iteration.

Furthermore, O portrays the randomly selected integer 1 or 2. Thus, the upgraded equation of SBSOA is
obtained from Eq. (17).

To solve the complex computation, the FC [24] is added to the updated expression of SBSOA. Subtract
k (r) on both sides of Eq. (17)

m,v
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bxC, (1,0-1)+1 %k, (1-bA)

km,v (r+1)_km,v (I")— (] O—bA) _km,v (I”) (18)
Applying FC [24], then the equation becomes,
bxC (1O-1)+1 *k (1-bA
Qt |:km,v (”' + 1):| - = ( : ) : = ( ) _km,v (r) (19)

(1,0-bA)

km,v (7" + 1) _t'km,v (I") _;t'km,v (7" - 1) _é(l_t)'km,v (l" - 2)

Lo PO, (L0 Lok, (1-bd)
_ﬂt( _t)( _Z) m,v(r_ )_ (IZO—bA) - m,v(r) (20)
km,v(r+1)=t.km’v(r)+;t.km’v(r—1)+é(l—t).km’v(r—z)

bxC (1,0-1)+1 *k (1-bA
+214t(1—t)(2—t).km’v(r—3)+ e ([ZO)_b;) o )—km’v(r) P2))
b, (1) =k, ()[e=1]+ ek, =1+ (1=0)k,  (r=2)

bxC (1O-1)+1 *k, (1-b4
+it(1—t)(2—t).km’v(r—3)+ e (O L2k, (170A) (22)

24 (1,0-bA)

b, (=11 Stk (r=1)+ L (1-0) &, (-2)

(LO-bA)+b*C (1,0-1)+1, *k,, (1-bA)
1 m,v
Yo t(1-t)(2~t)k,  (r=3)

(1) = (LO-bA) (23)

Hence, the updated solution for FSBSOA is obtained from Eq.(23), where, timplies the derivative order.
Step 4: Re-Evaluation of fitness
The fitness function is re-computed until getting the superior solution.

Step 5: Termination
The FSBSOA reaches the termination until the maximum count iterations are performed for detecting the
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optimal result. Algorithm 1 shows the Pseudocode for FSBSOA.

Algorithm 1. Pseudocode for FSBSOA

The proposed FSBSOA PyramidFDBNet offered the effectual accuracy for multi-face deepfake recognition
due to the optimal training of PyramidFDBNet using FSBSOA.

3.2 Aggregation on the Server
The aggregation of weights from various local models is done in the server. The Conditional Autoregressive

118



Stephy Joy D, 2025 Advanced Engineering Science
Value at Risk by Regression (CAViar) [25] carries out aggregation and the weights are averaged. Here, the

local models X 1 and X , are considered, in which the weights from the local models 1, and 2. are denoted by

78 and W, The schematic representation of data aggregation is depicted in figure 4.

s

Agoregation

Figure 4. Schematic view of data aggregation
Applying CAViaR [25], the obtained weights are formulated as,

Wy = O, +OV, (r—l)+0'21//2 (”_2)+O'| fun(t//I (r—l))+0'2 fun(l//z (r—2)) (24)
The local nodes X 1 and X , contain the weight on the iteration ( r— 1), and ( r— 2)are denoted by oy, ( y— 1)

and oV, (I’ — 2). The vector of the unknown parameter is indicated by o . Furthermore, the fitness of local

nodes X 1 and X 2at the iterations ( r— 1), and ( y— 2)are specified as o fun (Wl ( y— 1))and

o, fun(t,u2 (r— 2))

3.3 Apply global training model on every local nodes
The average weights are upgraded to the server, and iteration is repeated over and over until the optimal result
is achieved.

4. Result and discussion

The experimental outcome of FSBSOA PyramidFDBNet-based multi-face deepfake recognition
using FL is described here. In addition, the dataset considered, implementation tool, the assessment
are described.

4.1 Experimental setup

The implementation of FSBSOA PyramidFDBNet-based multi-face deepfake recognition using FL
is done using the PYTHON tool.

4.2 Dataset description

The OpenForensicsd dataset [14] is utilized in this paper. The dataset is generated for the detection and
segmentation of face forgery in numerous real-world scenarios. This dataset includes numerous images, each
of which includes various faces, some of which have been changed by the forgery techniques. The major goal
for developing this dataset is to offer testing algorithms, which precisely find and segment the fake faces.
4.3 Experimental Qutcomes
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The experimental outcomes for FSBSOA PyramidFDBNet-based multi-face deepfake recognition
using FL is shown in figure 5. Here, the input, face detected outcome for frames 1, and 2 are
illustrated in figures 5 a), 5 b), 5 ¢), and 5 d). Moreover, the AU detected, and the detected outcome
images from frames 1, and 2 are portrayed in figures 5 e), 5 f), 5 g), and 5 h).
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© : (h)

Figure 5. Experimental outcomes, a) input frame-1, b) input frame-2, c) face detected images -1, d)
face detected image -2, e) AU detected image-1, f) AU detected image -2, g) detected output
images -1 with deepfake and h) detected output image-2 without deepfake

4.4 Performance metrics

The following metrics are used to compute the performance of FSBSOA PyramidFDBNet-based
multi-face deepfake recognition using FL.

4.4.1 Accuracy

Accuracy [26] describes the number of precise predictions to the entire predictions, which is given
as,

UPO + VPO
UPO + UNE + VPO + VNE

(25)

Accuracy =

where, Umand VPorefers to true positives and true negatives, UNEand VNErepresents false positive and false

negatives.
4.4.2 Loss function

The loss function is defined as the error function. Moreover, the lower loss function offered the optimal
solution.

4.4.3 MSE

MSE [27] is defined as the average of square of deviation between the expected and the real outcome. The
MSE is formulated as,

z 2
Fitness=lZ(H;—H3) (26)

A

where, the expected outcome is denoted by H ", and the outcome of PyramidFDBNet is given as .
q

4.44TPR

TPR [26] shows the detected positive output among the entire positive. The mathematical expression
for TPR is given by,
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TPR=—Fro

27
UPO + VNE
4.4.5 TNR

TNR [26] defines the detected negative output among the overall
mathematically expressed as,

negatives. The TNR is

(28)
UNE + K’O

4.5 Performance analysis

The performance assessment of FSBSOA PyramidFDBNet-based multi-face deepfake recognition
using FL is deliberated in figure 6. The effectiveness of FSBSOA PyramidFDBNet is validated via
the variation of time stamp with respect to the metrics. Figure 6 a) shows the analysis regarding
accuracy. For the time stamp of 50, the FSBSOA PyramidFDBNet attained the accuracy of 87.95%,
88.36%, 89.97%, 91.20%, and 93.77% under the epoch of 20, 40, 50, 80, and 100. The estimation
concerning the loss function is given in figure 6 b). While considering the time stamp of 50, the loss
function of FSBSOA PyramidFDBNet for epoch 20 is 0.120, 40 is 0.116, 60 is 0.100, 80 is 0.087,
and 100 is 0.062. Figure 6 c) shows the analysis concerning MSE. With the time stamp of 50, the
FSBSOA PyramidFDBNet achieved the MSE regarding the epochs 20, 40, 60, 80, and 100 are
0.307, 0.270, 0.236, 0.215, and 0.179. The assessment in connection with TNR is shown in figure 6
d). The FSBSOA PyramidFDBNet got the TNR with respect to the epochs 20, 40, 60, 80 are 86.26%,
87.86%, 89.95%, 92.25%, and 94.67% under the time stamp Of 50. Furthermore, the estimation
related to TPR is portrayed in figure 6 e). While considering the time stamp=50, the TPR of
FSBSOA PyramidFDBNet are 84.26%, 85.33%, 87.90%, 89.33%, and 92.20% under the for the
epochs of 20, 40, 60, 80, and 100.
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Figure 6. Performance assessment, a) Accuracy, b) Loss function, ¢c) MSE, d) TNR, ¢) TPR
4.6 Comparative analysis with existing and proposed techniques

The techniques like Inception ResNet-v2 [1], DSLRFN [2], CNN [3], EfficientNetV2-M [4],
PyramidFDBNet, SBSOA PyramidFDBNet are considered as the existing methods to validate the
efficiency of FSBSOA PyramidFDBNet-based multi-face deepfake recognition using FL.

4.7 Comparative assessment

Figure 7 shows the comparative analysis of FSBSOA PyramidFDBNet-based multi-face deepfake
recognition using FL. Here also the assessment is attained by varying the time stamp from 10 to 50
with respect to the evaluation measures. The estimation of FSBSOA PyramidFDBNet-based
deepfake recognition in terms of accuracy is depicted in figure 7 a). For the time stamp=30, the
FSBSOA PyramidFDBNet achieved an accuracy of 90.11%, whereas the existing techniques
attained an accuracy of 82.27%, 83.20%, 84.59%, 85.65%, 86.70%, and 87.66%. The assessment
concerning loss function is illustrated in figure 7 b). The loss function of 0.109 is attained by the
FSBSOA PyramidFDBNet, whereas the existing approaches attained the loss function of 0.215,
0.201, 0.182, 0.167, 0.153, and 0.140 under the time stamp of 30. Figure 7 c) displays the evaluation
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with respect to MSE. For the time stamp of 30, the FSBSOA PyramidFDBNet attained the MSE of
0.257, in which the MSE of 0.345, 0.328, 0.320, 0.288, 0.287, and 0.281 are obtained by the existent
techniques. The assessment related to TNR is depicted in figure 7 d). With the time stamp of 30, the
TNR of the existing methods, and the FSBSOA PyramidFDBNet are 82.01%, 83.71%, 84.47%,
85.58%, 86.71%, 88.87%, and 91.92%. Moreover, the assessment regarding TPR is shown in figure
7 ). While considering the time stamp of 30, the TPR of 80.38%, 82.89%, 83.94%, 84.44%, 85.33%,
86.42%, and 89.30% are attained by the existing and the FSBSOA PyramidFDBNet.
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Figure 7. Comparative assessment, a) Accuracy, b) Loss function, ¢) MSE, d) TNR, ¢) TPR

4.8 Comparative discussion

The comparative assessment of FSBSOA PyramidFDBNet-based multi-face deepfake recognition
using FL with respect to the existing techniques are described in table 1. The performance of the
proposed FSBSOA PyramidFDBNet and the existing models are given with respect to the time
stamps 0f 10, and 50. The FSBSOA PyramidFDBNet achieved the ideal values using the time stamp
of 50. For the time stamp 50, the proposed FSBSOA PyramidFDBNet achieved a better accuracy of
93.91%, whereas the existing techniques attained the accuracy of 85.16%, 86.34%, 87.79%, 88.37%,
90.38%, 92.79%, and 93.77%. The minimum loss function of 0.064 is attained by the
FSBSOA PyramidFDBNet, in which the existing approaches attained the loss function of 0.174,
0.158, 0.138, 0.131, 0.106, and 0.077. The minimum MSE of FSBSOA PyramidFDBNet is 0.179,
whereas the existent techniques achieved the MSE of 0.287, 0.286, 0.235, 0.227, 0.205, and 0.200.
The superior TNR of FSBSOA PyramidFDBNet is 94.16%, whereas the TNR of existing
approaches are 86.47%, 87.75%, 88.52%, 89.17%, 90.42%, and 92.06%. The highest TPR 0f 92.35%
is attained by FSBSOA PyramidFDBNet, and the TPR of the existing models are 84.00%, 85.11%,
87.18%, 88.33%, 89.48%, and 90.21%. Moreover, the FSBSOA PyramidFDBNet obtained the
better accuracy, loss function, MSE, TNR, and TPR of 87.58%,0.141, 0.326, 88.26%, and 87.59%
for the time stamp of 10. Here, the FSBSOA PyramidFDBNet achieved better values due to the
precise training and computational process.

Table 1. Comparative Discussion

Variations Methods Inception- DSLRFN CNN | EfficientNet | Pyramid | SBSOA Proposed
/Metrics ResNet-v2 V2-M FDBNet Pyrami(_l FSBSOA
FDBNet | Pyramid
FDBNet
Time Accuracy 85.02 87.58
Stamp=10 ) 79.99 80.54 81.79 82.46 83.96
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Loss 0.250 0.241 0.222 0.212 0.190 0.176 0.141
Function
MSE 0.445 0.414 0.401 0.395 0.387 0.379 0.326
TNR (%) 80.42 81.63 82.07 83.09 84.34 85.98 88.26
TPR (%) 79.38 8033 | 8132 | 8222 83.55 84.30 | 87.59
Time Accuracy 92.79 93.91
Stamp=50 %) 85.16 86.34 87.79 88.37 90.38
Loss 0.174 0.158 0.138 0.131 0.106 0.077 0.064
Function
MSE 0.287 0.286 0.235 0.227 0.205 0.200 0.179
TNR (%) 86.47 87.75 88.52 89.17 90.42 92.06 94.16
TPR (%) 84.00 85.11 87.18 88.33 89.48 90.21 |92.35

5. Conclusion

The deepfake videos created via the DL techniques have attracted extensive attention. Although the
technology has been employed in various useful applications like education, and healthcare, malicious users
also exploit these technological advancements in some nefarious activities. These videos damage the
reputation of societal stability, personal privacy, and national security. Hence, the effectual deepfake detection
technique is developed to detect such issues. Still, the deepfake recognition using a larger dataset was
complex. Therefore, the FSBSOA- PyramidFDBNet-based multi-face deepfake recognition using FL is
developed in this research. The nodes and servers are the crucial entities of FL. In the training model, frames
extraction, face detection, facial AU detection, and feature extraction are done. Furthermore, the proposed
FSBSOA-PyramidFDBNet effectively recognized the deep fake. In the global model, the updated weight from
the local nodes is aggregated. The performance of FSBSOA- PyramidFDBNet-based deepfake recognition is
estimated using the accuracy, loss function, MSE, TNR, and TPR parameters, which attained the optimal
values of 93.91%, 0.064, 0.179, 94.16%, and 92.35%. In the future, the detection accuracy will be
implemented by considering other learning techniques like ensemble Learning, and Transfer Learning (TL).
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