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ABSTRACT 
Blockchain technology is emerging as one of the most enabling technologies of this century as it 
offers distinctive features like transparency, security and immutability. Consensus mechanism is a 
critical component to establish acceptance among the nodes on the current state of the blockchain. 
Various consensus protocols such as Proof of Work (PoW), Proof of Stake (PoS) are energy intensive 
and require extensive computational resources to bring agreement. As blockchain is revolutionizing 
various domains it also necessitates a novel consensus protocol to be build that will enhance 
efficiency through optimizations and integrations.  This study proposes modified Proof of Reputation 
(mPoR), an optimized consensus mechanism based on dynamic scoring. mPoR can also effectively 
use various adaptive security methods to deter any malicious behavior in a dynamic peer to peer 
network. The pre-diction of network congestion and decentralization of consensus process can be 
achieved by integration of Reputation Dynamics Optimization (ReDO) which is a machine learning 
optimization method. mPoR along with ReDO is a promising innovation as applications requiring 
scalable, secure and high-performance decentralized systems can adopt this mechanism to enhance 
the overall efficiency. The incentive mechanism allows the nodes of the network with higher 
reputation to continue the engagement and boost reliability of the blockchain. The findings of the 
research is paramount as it can be utilities in new fields that require high efficiency, scalability and 
security. 
Keywords: Blockchain Efficiency, Proof of Reputation (PoR), Dynamic Scoring, Consensus 
Optimization, Machine Learning Integration 
 

1. INTRODUCTION 
Blockchain technology originated in 2008 from a paper authored by Nakamoto, Satoshi “Bitcoin: 

A peer-to-peer electronic cash system."[14] It serves as the foundational framework for 
cryptocurrencies such as Bitcoin. Since its inception, block-chain [11] has evolved into a multifaceted 
and transformative digital ledger capable of recording dealings through numerous computers in a way 
that inhibits retrospective adaptations. This expertise is crucial not only due to its association with 
digital currencies [13] but also because of its latent to modernize different businesses by improving 
transparency, security, and operational efficiency. At its central, a block-chain is a dispersed and 
disseminated register system [3] [13]. It comprises a devel-oping list of registers, recognized as 
blocks, which are strongly connected through cryptographic hashes. Each block contains a hash of 
the earlier block, a timestamp, and operation data, ensuring that once information is recorded, it be-
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comes exceedingly difficult to modify deprived of changing all following blocks, which would 
necessitate the network's consensus. The decentralized nature of block-chain [11][15], maintained by 
a system of nodes participating in a consensus contrivance to validate and record transactions, 
decreases the risk of solitary opinions of disaster and improves the system's resilience against 
tampering and cyber-attacks. Block-chain models can be used in student information system [5][14], 
where immutability, transparency and security become pivotal. The importance of blockchain 
technology in today's digital landscape is immense. Although blockchain enables secure and 
transparent working it still faces challenges that hinder adoption of this technology widely. Security, 
scalability, throughput and energy consumptions are a few of the several factors which contribute to 
its growth significance. Scalability, the capability of a blockchain to lever a rising quantity of 
connections, is a major concern. Most communal block-chains, like Bitcoin and Ethereum, have 
limited transaction processing capabilities, with Bitcoin processing approximately seven transactions 
[14][20] per second and Ethereum around fifteen. In contrast, customary expense structures like Visa 
can lever thousands of connections per second. This restriction arises because all nodes in the network 
must reach a consensus, which is time-consuming and computationally intensive. Another critical 
issue is energy depletion. The consensus contrivances used in numerous blockchain networks, 
particularly Proof of Work (PoW), are highly energy-intensive, requiring miners to resolve difficult 
scientific difficulties to authenticate connections and augment new blocks to the chain. This 
procedure in-gests vast amounts of electricity, raising environmental concerns. For instance, Bitcoin 
mining consumes more electricity annually than some entire countries, making it unsustainable in the 
long run [18][19]. Related to scalability, transaction throughput, the ratio at which connections are 
handled and confirmed, is also a significant barrier. Low throughput results in leisurelier operation 
times and advanced fees, particularly in phases of high request, posing a substantial obstacle for 
applications that require fast and efficient processing, such as real-time payments and high-frequency 
trading [8]. Addressing these tests is critical for the future of blockchain technology, and enhancing 
efficiency through innovative optimizations and integrations is essential to unlock its full potential. 
Efficiency is a primary factor and it is discussed in detail in Table 1. Level 2 resolutions, such as the 
Lightning Network for Bitcoin and Plasma for Ethereum, target to surge operation [4] throughput by 
moving transactions off the main blockchain and onto secondary layers. These solutions can process 
thousands of connections off-chain, only relaxing the last state on the core blockchain [2], 
significantly improving scalability and reducing fees [8] [16]. Transitioning from energy-intensive 
PoW to further effectual consensus contrivances, such as Proof of Stake (PoS) or Delegated Proof of 
Stake (DPoS), can drastically reduce energy consumption. PoS, for example, allows validators to 
propose and validate chunks built on the quantity of coins they hold and are eager to "stake" as 
security, relatively than resolving complex puzzles. Sharding, which contains separating the 
blockchain into reduced, more controllable fragments called shards, allows every shard to route its 
connections and smart contracts unconventionally, enhancing scalability and throughput. These 
issues are handled by using sharding in Ethereum 2.0 [19]. Therefore, integration of Polkadot and 
Cosmos two popular blockchain network, can be a solution to enhance efficiency sharing of data and 
improving the communication between interoperating blockchain networks. 
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2. LITERATURE SURVEY 

Recent advancements in blockchain technology have significantly enhanced security, 
scalability, and efficiency across various applications, particularly in Internet of Things (IoT) 
networks. Ehtisham et al. (2024) introduced a scalable blockchain framework using Delegated Proof 
of Stake (DPoS), Interplanetary File System (IPFS), and Docker, demonstrating low latency and high 
throughput, effectively managing up to 20,000 devices with a latency of less than 0.976 milliseconds. 
[15] A blockchain for a self-configured wireless network that is used to monitor physical and 
environmental phenomena, commonly known as wireless Sensor Networks (WSN) used Proof of 
Stake (PoS). [15] the proposed a blockchain architecture enhanced security and transparency and 
achieved notable scalability and low latency. The Blockchain architecture developed [3] swiftly 
handles the challenges by integrating Artificial intelligence, Internet of Things(IoT) and Blockchain. 
This work focused to significantly assist small and medium scale enterprises (SMEs) by improving 
interoperability, security and resource utility. The authors developed a unique architecture and named 
it as B-SME framework which allowed an amalgamation of various technologies to strengthen the 
integrity of their work. In order to enhance the transactional speed and energy the authors proposed 
a HIBchain as a consortium blockchain of multilayers. A Diversity Mining based Proof of Work 
(DM-PoW) protocol is used in this multilayered consortium blockchain network. [9]. Another study 
introduced a node-based scalable model for Blockchain Storage Systems (SMBSS), which effectively 
improved shard availability and facilitated the management of large-scale data environments [21]. 
Additionally, research by [10] examined the issue of energy depletion in blockchain systems, 
emphasizing how refined consensus mechanisms could play a vital role in significantly lowering 
energy consumption. Collectively, as outlined in Table 1, these contributions underscore key 
advancements in blockchain technology. They point toward a future of more efficient, scalable 
systems made possible through thoughtful consensus design and architectural innovation. 
Table 1. Review of Advancements and Applications of Blockchain Technology for improving 

Efficiency 

S.No 
Study 
and 
Year 

Focus Key Contributions & 
Findings Results 

1 
Ehtisham 

et al. 
2024 

Blockchain 
for IoT 

networks 

Proposed a scalable 
blockchain framework with 
DPoS, IPFS, and Docker, 
achieving low latency, high 
throughput, and 
outperforming PoS. 

Framework showed low latency 
(<0.976 ms) and outperformed 
PoS in throughput and resource 
utilization. 

2 Maftei et 
al. 2023 

Blockchain 
for secure IoT 

Developed a PoS-based 
blockchain architecture for 
Wireless Sensor Networks 

Architecture ensured low latency 
(55.4 ms for 500 nodes, 4.2 s for 
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data 
management 

(WSNs), ensuring high 
performance, low latency, 
and scalability. 

20,000 nodes) and high 
scalability. 

3 
Abdullah 

et al. 
2023 

Blockchain 
for SME 

operations 

Introduced the B-SMEs 
framework integrating 
blockchain, IoT, and AI to 
enhance efficiency, reduce 
resource consumption, and 
optimize data management. 

Increased ledger management 
rate by 17.3%, reduced 
computational resource use by 
9.13%, and decreased bandwidth 
and storage use by 14.11% and 
7.9% respectively. 

4 
Jayabal 

et al. 
2021 

Consortium 
blockchain for 

IoT 

Developed HIBchain using 
DM-PoW, achieving high 
transaction speeds and 
energy efficiency for IoT 
networks. 

Achieved an usual handling 
period of 1760 TPS and a mining 
period of 3 minutes, with 60.34% 
smaller transaction size 
compared to baseline. 

5 Xing Fan 
2022 

Scalability of 
blockchain 

storage 
systems 

Proposed SMBSS for 
scalable blockchain 
storage, with experimental 
results showing improved 
shard availability and 
scalability. 

Experimental results showed 
100% shard availability with 52 
nodes online, indicating high 
scalability and reliability. 

6 
Johannes 

et al. 
2020 

Energy 
consumption 
in blockchain 

Reviewed blockchain 
energy consumption, 
identifying significant 
differences and suggesting 
further research into 
consensus mechanisms. 

Demonstrated that energy 
consumption varies significantly 
across systems, with centralized 
and small-scale blockchains 
consuming much less energy than 
PoW blockchains. 

7 
Rozman 

et al. 
2023 

Blockchain-
Based Shared 
Manufacturing 

(BBSM) 

Investigated blockchain 
scalability limitations in 
Blockchain-Based Shared 
Manufacturing (BBSM) 
and their impact on 
performance and user 
behavior. 

Scalability limitations increase 
transaction costs and reduce 
service prices, leading to 
underutilization of production 
capacities. 

8 Sohail et 
al. 2023 

Blockchain 
Network 

Scalability 

Proposed a consensus 
method to enhance the 
scalability of Private 
Blockchains by reducing 
latency and network 
workload. 

System capable of 200,000 
transactions per second, with 
latency reduced and scalability 
enhanced. 
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9 
Ricardo 

et al. 
2023 

Proof-of-
Reputation 
(PoR) for 

Decentralized 
PoW 

Introduced Proof-of-
Reputation (PoR) for 
Bitcoin, combining PoW 
with cryptographic 
reputation to reduce energy 
consumption while 
maintaining security. 

Achieves a 30% reduction in 
energy consumption for the same 
security level. 

10 
Sarfaraz 

et al. 
2023 

Supply Chain 
Management 

(SCM) 

Proposed Reputation-based 
Proof of Cooperation 
(RPoC) for scalable and 
efficient consensus in 
decentralized systems. 

Maintains valid blocks even with 
malicious nodes, improving 
scalability and efficiency. 

11 
Oladotun 

et al. 
2021 

Reputation-
Based 

Consensus 
Mechanism 

Proposed Proof-of-
Reputation (PoR) to ensure 
secure and efficient 
consensus in blockchain 
systems. 

Achieves up to 1,100 transactions 
per second with varying network 
sizes and transaction numbers. 

 
While several consensus mechanisms—such as Proof-of-Reputation (PoR) and its variants—have 
been proposed to improve the security and efficiency of blockchain networks, there remains a notable 
lack of attention on the role of dynamic reputation scoring and its effect on participant trust and 
engagement. Many existing models, even those grounded in PoR, tend to overlook how shifts in 
reputation scores influence user behavior and overall system performance. This represents a critical 
gap in current research. [1] Demonstrates one of the most underexplored domain of integrating 
machine learning with blockchain, especially the usage of machine learning in a consensus 
mechanism like PoR to dynamically assign or adjust reputation score.  Dynamic allocation of 
reputation score can be a breakthrough on how a consensus mechanism learns and adapts in real time 
environments. 

 
3. PROBLEM STATEMENT & RESEARCH OBJECTIVE 

Consensus protocols in blockchain face challenges related to scalability, latency, resource 
consumption, and throughput (transactions per second). Conventional protocols like Proof of Work 
(PoW) and Proof of Stake (PoS) suffer from these limitations. There is a need to develop a mechanism 
that will enhance scalability, security and efficiency of the blockchain network. The authors of this 
work propose Modified Proof of Reputation(mPoR) integrated with Machine learning based 
optimization method, Reputation Dynamic Optimization. Both the methods constitute into a 
framework that addresses the aforementioned challenges by performing dynamic reputation scoring 
and dynamic optimization of those scores. The primary objectives of this study are: 
To monitor and analyze the impact of mPoR based on the dynamic scoring technique to achieve 
scalability and higher efficiency in the blockchain environment. 
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• To assess the improvements in system performance—specifically throughput and latency—
alongside gains in scalability (in terms of network size and transaction volume) and security 
(with a focus on resistance to Sybil attacks) resulting from the integration of the ReDO-
enhanced mPoR mechanism. 
 

4. MODIFIED PROOF OF REPUTATION (mPoR) 
The proposed Modified Proof of Reputation is a consensus protocol designed to improve 
blockchain performance. it enhances the efficiency, scalability, trust-worthiness and security. 
Flowchart of the proposed mPoR is depicted in the figure 1. The proposed Modified Proof of 
Reputation is a consensus protocol designed to improve blockchain performance. This method 
allows participants with higher reputation score to contribute.  

4.1 Dynamic Reputation Scoring (DRS) 
A typical Dynamic Reputation Scoring involves the steps to adjust the reputation of each node 

on the network by assessing the previous performances. In the equation 1 i represents the node 
number and t represents the time respectively. Ri (t) refers to the reputation value for the ith node at 
the time t. The equation 1 has four constant values most relevant to the blockchain network. The 
symbol α represents the weightage of the last reputation score of this node i, Weightage of performing 
validation activities and authentication tasks is represented by β, Contribution to the network is a vital 
parameter to quantify and it is represented as γ. Finally. any malicious behaviors or failed tasks are 
represented as penalty using the symbol δ. 

Ri (t) = αRi(t-1) + βAi(t) + γCi(t) – δMi(t) (1) 
• Historical Reputation 𝛼𝑅!(𝑡 − 1) ensures that the previous reputation is taken into account, 

providing stability to the scoring system. 
• Authentication and Validation Activities 𝛽𝐴!(𝑡) Nodes gain reputation by successfully 

participating in authentication and validation activities. 
• Contributions to the Network 𝛾𝐶!(𝑡) Nodes contribute by creating and propagating blocks, 

which increases their reputation. 
• Malicious Activities 𝛿𝑀!(𝑡) Nodes lose reputation if they engage in malicious activities or 

fail to comply with the network's protocols. 
4.1.1 Reputation Decay 
The decay mechanism represented in equation 2 represents ensures that the reputation score decays 
over time. Each node should earn the reputation as it is not retained permanently. This ensures that 
the nodes maintain a consistent and positive behaviour in the network and works on improving it 
because the reputation score depletes over time. 

R_i (t) = ρR_i (t-1) + (1-ρ) (βA_i (t) + γC_i (t) - δM_i (t)) (2) 
Where R_i (t) is Reputation score of node i at time t, ρ is Decay factor (0<ρ<1), A_i (t) is 
Authentication and validation activities, C_i (t) is Contributions to the network, M_i (t) is Malicious 
activities or failures, β,γ,δ are Weights assigned to activities and penalties. p in the equation 2 is the 
decay aspect which has significant influence on the reputation grades. The decay factor p also enables 
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nodes in the network to consistently perform well by maintaining a positive behaviour across the 
network and contribute effectively 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

Figure 1. Flowchart of the proposed mPoR 
 

5. REPUTATION DYNAMICS OPTIMIZATION (ReDO) 
Reputation Dynamics Optimization (ReDO) utilizes machine learning techniques to refine 

reputation scoring and strengthen the consensus mechanism. The goal is to improve the overall 
performance of the blockchain network by enhancing efficiency (in terms of throughput and latency), 
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scalability (across both network size and transaction volume), and security, with a particular focus 
on resilience against Sybil attacks.  
5.1 Machine Learning Model for ReDO 

A machine learning model in equation 3, such as a neural network, can be trained to predict 
the optimal reputation scores. The inputs to the model include various features like historical 
reputation, network contributions, and penalty records. 

𝑅!#(𝑡) 	= 	𝑓(𝑅!(𝑡 − 1), 𝐴!(𝑡), 𝐶!(𝑡),𝑀!(𝑡); 	𝜃) (3) 
where 𝑅!#(𝑡) is Predicted reputation score for node 𝑖 at time 𝑡, 𝑓 is the Machine learning function 
parameterized by 𝜃. The loss function for training the model can be defined as in equation 4 

𝐿(𝜃) 	= 	∑ <𝑅!(𝑡) −	𝑅!#(𝑡)=
$ 	+ 	𝜆𝛺(𝜃)%

!&'  (4) 
where 𝑁 is the Number of nodes, 𝛺(𝜃) is Regularization term to prevent overfitting and 𝜆 is 
Regularization coefficient. The goal is to find the parameters 𝜃 that minimize the loss function, 
ensuring accurate and generalizable predictions of reputation scores. To optimize the parameters θ of 
the machine learning model, gradient descent is used. The parameters are updated iteratively to 
minimize the loss function in equation 5. 

𝜃()* 	= 	 𝜃+,- 	− 	𝜂𝛻. 	𝐿(𝜃) (5)	
where 𝜃()* is Updated parameters, 𝜃+,- is Current parameters, 𝜂 is Learning rate and 𝛻. 	𝐿(𝜃) is 
Gradient of the loss function with respect to 𝜃.  

The gradient 𝛻. 	𝐿(𝜃) is the vector of partial derivatives of the loss function with respect to 
each parameter. It indicates the direction and rate of the fastest increase of the loss function as by 
equation 6. 

𝛻. 	𝐿(𝜃) = 	 C
/0(.)
/.!

, /0(.)
/."

, … , /0(.)
/.#

E (6) 

In each iteration, the parameters are updated by moving in the opposite direction of the gradient. The 
magnitude of this step is determined by the learning rate 𝜂. A smaller 𝜂 results in smaller steps, which 
can lead to a more precise convergence but requires more iterations. A larger 𝜂 speeds up convergence 
but risks overshooting the minimum. This update process is repeated for a specified number of 
iterations or until the change in the loss function is below a predefined threshold, indicating 
convergence as shown in the figure 2.  
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Figure 2. Flowchart of the proposed ReDO 

The machine learning model aggregates different factors affecting reputation to predict the optimal 
score in equation 7. This involves creating a composite function that accounts for various node 
activities. 

𝑅!#(𝑡) 	= 	𝑓(∑ 𝜔" 	𝑅!"(𝑡); 	𝜃3
"&' 	) (7)	

Where 𝜔" is Weight assigned to the k-th activity and 𝑅!"(𝑡) is Sub-score for the k-th activity for 
node 𝑖. Activity Weights 𝜔" mentions each type of activity like authentication, block creation, 
penalty for malicious behavior has an associated weight that reflects its importance in determining 
the overall reputation score. These weights are learned by the machine learning model during the 
training process. The Sub-Scores 𝑅!"(𝑡) are individual scores reflecting the node's performance in 
different activities. For instance, 𝑅!'(𝑡) might represent the score for successful block validations, 
while 𝑅!$(𝑡) could represent the penalty score for any malicious activities. The Machine Learning 
Function 𝑓 takes the weighted sum of sub-scores and produces the overall reputation score. This 
function can be a neural network, which can capture complex, non-linear relationships between the 
input features and the output reputation score. 

6. COMPLEXITY OF THE PROPOSED SYSTEM 
In the Modified Proof of Reputation (mPoR), the complexity for Dynamic Reputation Scoring 

(DRS) is 𝑂(1) per node for time and 𝑂(𝑁) for space due to the constant operations required and 
storage of reputation scores for 𝑁 nodes. The Block Proposal step has a time complexity of 𝑂(𝑁) for 
computing probabilities and 𝑂(𝑁) space for storing scores, while Block Validation involves 
𝑂(𝑁𝑙𝑜𝑔𝐾) time for selecting the top 𝐾 nodes and 𝑂(𝐾) space. For Reputation Dynamics 
Optimization (ReDO), the time complexity for training the machine learning model is 𝑂(𝑁 ⋅ 𝐿) per 
epoch, where 𝐿 represents the number of layers, and space complexity is 𝑂(𝑃), where 𝑃 is the number 
of model parameters. Table 1 is referred to derive the overall space complexity and time complexity 
per epoch.  The Gradient Descent optimization has 𝑂(𝑃) time complexity per iteration and 𝑂(𝑃) 
space complexity for storing gradients and parameters. Prediction and Update steps each have a time 
complexity of 𝑂(𝑁 ⋅ 𝐶)	for predictions and 𝑂(𝑁) for updates, with corresponding space complexities 
of 𝑂(𝑁) for storing predicted scores and reputation scores.  
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Table 1. Time and Space Complexities at each stage of proposed system 

Stage Description Time 
Complexity 

Space 
Complexity 

Dynamic 
Reputation Scoring 

(DRS) 

Computes updated reputation scores 
for each node. 𝑂(1) per node 𝑂(𝑁) 

Block Proposal Calculates probability of a node 
proposing a block. 𝑂(𝑁) 𝑂(𝑁) 

Block Validation Selects top 𝐾 nodes for validation. 𝑂(𝑁𝑙𝑜𝑔	𝐾) 𝑂(𝐾) 
Machine Learning 
Model (Training) 

Trains model to predict optimal 
reputation scores. 

𝑂(𝑁 ⋅ 𝐿) per 
epoch 𝑂(𝑃) 

Gradient Descent Updates model parameters using 
gradient descent. 

𝑂(𝑃) per 
iteration 

𝑂(𝑃) 

Prediction Predicts reputation scores using the 
trained model. 𝑂(𝑁 ⋅ 𝐶) 𝑂(𝑁) 

Update Updates node reputation scores 
based on predictions. 𝑂(𝑁) 𝑂(𝑁) 

 
The overall time complexity and space complexity is given in equations 8 and 9. Where N represents 
number of nodes and L the number of layered implemented via neural networks. C and K represent 
computational complexity in the Machine learning and size of the validation committee respectively. 
The machine learning model takes parameters and the number of parameters is represented by P in 
the equation 8 and 9. 

𝑇4+56,)7!89 	= 	𝑂(𝑁 ⋅ 𝐿) + 𝑂(𝑁 ⋅ 𝐶) + 𝑂(𝑁𝑙𝑜𝑔𝐾) + 𝑂(𝑃) (8) 
𝑆4+56,)7!89 	= 	𝑂(𝑁) + 𝑂(𝑃)  (9)	

 
7. IMPLEMENTATION RESULTS AND DISCUSSION 
The unique functionality of this model is to update reputation scores dynamically without static 

or retrospective calculations. The implementation of MPoR is achieved by using python library as 
tensor flow. The dynamicity of this model is leveraged by considering parameters such as 
contribution of the node, activity of the node across the network and also the penalties. The equation 
1 shows the formula used to calculate the reputation scores.  The formula includes historical data and 
penalties to decide and update the current reputation score. The decay factor and weights are used for 
different activities with well-defined purposes for each. The consensus mechanism is executed only 
after the precise calculation of activity-based scores and reputation updates. The various functions 
ensure that the nodes are fairly evaluated and are consistent across the network. Initially the reputation 
scored are assigned by the machine and eventually evaluated and updated by the following the 
behavior of the node in the network. The normalization ensures comparability and ensures we 
maintain balance throughout the network. In order to optimize the working of this process we further 
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introduce Reputation Dynamics Optimization (ReDO), which deployed machine learning based 
techniques. The optimal reputation score is determined by the algorithm as a result of deploying 
neural network-based training.  The machine learning model takes the historical performance data, 
and activity metrics to decide on the optimal reputation scores accurately. The accuracy is achieved 
by minimizing the loss unction through gradient decent. When the model is trained with enough data 
it is then ready to support real-time predictions and adjustment of values. The conjunction of mPoR 
with ReDO enables the system to deliver improved network performance. These kinds of frameworks 
are suitable for deployment in large scale blockchain networks where the performance is a paramount 
importance.  

The equation 10 and equation 11 shows the quantification of efficiency by taking T as 
Throughput, L as Latency, S and Network Size and N Number of participating nodes. T calculates 
the transactions processed per second also known as TPS. Latency is the average time needed to 
confirm a transaction. Equation 12 and Equation 13 represent the two vital aspects, S and N that 
represent network size and the total number of nodes that participate. These are significant as they 
are the fundamental factors revolving around the scalability. The scalability is defined as the ability 
of a system/network to handle the growing number of transaction and increasing number of users 
respectively. Sybil attack is handled by introducing the P Sybil which is used to calculate the 
mechanism's ability to resist an attack of this kind. Furthermore, the ability of this network to remain 
resilient against adversarial attempts are measured using the equation 14.  When node or nodes in a 
network seek to negatively impact or indulge in malicious attempts the model evaluates the ratio of 
malicious nodes M to the total of nodes in network N. All of these metrics are used to collaborate and 
depict the performance, capacity and robustness if blockchain systems. 

𝑇	 = 	%:5;)<	+>	8<?(@?A8!+(@
B+8?,	8!5)

 (10) 
𝐿	 = 	𝑇𝑖𝑚𝑒	𝑓𝑜𝑟	𝑡𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛	𝑐𝑜𝑛𝑓𝑖𝑟𝑚𝑎𝑡𝑖𝑜𝑛 (11)	

	𝑁	 = 	𝑇𝑜𝑡𝑎𝑙	𝑛𝑢𝑚𝑏𝑒𝑟	𝑜𝑓	𝑛𝑜𝑑𝑒𝑠 (12)	
𝑆	 = 	 B+8?,	8<?(@?A8!+(@	C?(-,)-

	D)?"	()8*+<"	,+?-
  (13) 

𝑃E9;!, =	
F
%

 (14)	
Table 2. Performance comparison of the proposed system with other methods 

Performance 
Parameters 

Efficiency Scalability 
Sybil Attack 

Resistance 𝑷𝑺𝒚𝒃𝒊𝒍 Throughpu
t (T) 

Latency 
(L) 

Network 
Size (N) 

Transaction 
Scalability (S) 

DPoS 1000 1 10000 1000 0.8 

DM-PoW 100 10 5000 100 0.95 

RPoC 1500 1 10000 1500 0.9 

PoR 500 5 7000 500 0.9 

mPoR 2000 1 15000 2000 0.95 
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mPoR + 
ReDO 2500 0.5 20000 2500 0.98 

 

 
Figure 3. Performance comparison of the proposed system with other methods 

The integration of Modified Proof of Reputation (mPoR) with Reputation Dynamics 
Optimization (ReDO) introduces a notable leap forward in blockchain performance. As highlighted 
in Table 2 and Figure 3, the proposed system significantly improves key parameters such as 
efficiency, scalability, and security. In terms of efficiency—which we measure by throughput and 
latency—the results are striking. The mPoR + ReDO model achieves a throughput of 2,500 
transactions per second with an average latency of just 0.5 seconds. To put this in perspective, 
Delegated Proof of Stake (DPoS) typically manages 1,000 transactions per second with a 1-second 
latency, while Diversity Mining-based Proof of Work (DM-PoW) lags behind at just 100 transactions 
per second and a latency of 10 seconds. These improvements highlight the capability of the proposed 
mechanism to handle high transaction volumes with minimal delay. Scalability has also been 
significantly enhanced. The system can support up to 20,000 active nodes—double the capacity of 
traditional Proof of Reputation (PoR), which handles around 7,000 nodes, and considerably more 
than DPoS’s 10,000-node ceiling.  

Additionally, the system maintains consistent performance even during network congestion, 
successfully processing up to 2,500 transactions during peak loads. This surpasses not only PoR but 
also more resource-intensive models like DM-PoW, underscoring the system’s robustness and 
adaptability in real-world conditions. Security, particularly against Sybil attacks, is another area 
where the combined mPoR and ReDO framework stands out. The likelihood of a successful Sybil 
attack (denoted as 𝑃 Sybil) is substantially reduced, dropping to as low as 0.98 under the new system. 
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This represents a notable improvement over existing models—Reputation-based Proof of 
Contribution (RPoC) and PoR, both of which hover around 0.90, and DM-PoW, which achieves a 
value of approximately 0.95. This enhanced security can be attributed to the dynamic, machine 
learning-driven reputation management system, which continuously evaluates node behavior and 
adjusts scores accordingly. By limiting the impact of potentially malicious actors, the system 
strengthens trust and integrity across the network. Although the combined use of mPoR and ReDO 
offers a balanced, high-performing solution for modern blockchain systems. It not only enhances 
efficiency and scalability but also fortifies the network’s defense mechanisms, making it a strong 
blockchain systems. 

8. CONCLUSION 
The Consensus algorithm is the fundamental pillar for the validation of transactions in a blockchain 
network. Blockchain has been revolutionizing various industries by pivoting businesses in vivid 
functional dimensions while it continues to enhance the transparency, security and efficiency of 
processes.  Enhanced consensus, Sharding, interoperability, hybrid models and optimized algorithms 
can be deployed as resolutions for issues identified in the traditional protocols. Conventionally, 
consensus protocols suffer from stern challenges related to scalability, energy consumption and 
throughput of transactions. In this paper, we amalgamate Modified Proof of Reputation with 
Reputation Dynamics Optimization to accelerate blockchain performance. The combination of two 
potent mechanisms substantially improved the throughput, decreased the latency, fortified transaction 
scalability and strengthened security against Sybil attacks. The combination not only boosts the 
overall performance but also instills confidence for industries to adopt it in the blockchain landscape. 
Block-chain holds a future filled with sheer promises to transform everyday life by continuing the 
exploration and expansion of its potential.      
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