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Abstract: Automated culprit identification in surveillance systems is a critical task that requires high 
accuracy along with computational efficiency for real-time deployment. In this paper, an optimized deep 
learning framework is proposed using a lightweight MobileNet architecture integrated with channel and 
spatial attention mechanisms. The proposed model enhances feature representation by selectively focusing 
on the most discriminative regions while suppressing irrelevant background information, thereby 
improving identification performance. The framework incorporates efficient preprocessing, attention-
based feature refinement, and a robust classification strategy optimized using the Adam Optimizer. 
Experiments were conducted on benchmark face recognition datasets, including Labelled Faces in the 
Wild (LFW), CASIA-WebFace, and a subset of VGGFace2, under realistic conditions with variations in 
illumination, pose, and occlusion. The results demonstrate that the proposed model achieves a high 
classification accuracy of 97.8%, outperforming conventional models such as baseline CNN, ResNet, and 
standard MobileNet. The confusion matrix analysis indicates strong class-wise discrimination with 
minimal misclassification, while ROC-AUC evaluation confirms robust performance across all classes. 
Additionally, the proposed approach maintains low computational complexity and reduced inference time, 
making it suitable for real-time surveillance and edge-based applications. 
Keywords: Culprit Identification, MobileNet, Attention Mechanisms, Deep Learning, Face Recognition, 
Surveillance Systems, Feature Extraction, Adam Optimizer 

1. INTRODUCTION 
The rapid advancement of surveillance technologies has significantly transformed modern security and 
monitoring systems. With the widespread deployment of cameras in public spaces such as airports, railway 
stations, banks, and urban infrastructures, there is an exponential increase in visual data that needs to be 
analyzed in real time. In this context, automated culprit identification has emerged as a critical component 
in ensuring public safety, crime prevention, and intelligent law enforcement [1]. Traditional surveillance 
systems predominantly rely on human operators to monitor video feeds, which is not only labor-intensive 
but also prone to fatigue, delayed response, and human error. As a result, there is a pressing need for 
intelligent systems capable of automatically detecting and identifying individuals with high accuracy and 
efficiency. In recent years, deep learning techniques, particularly convolutional neural networks (CNNs), 
have demonstrated remarkable success in computer vision tasks such as object detection, face recognition, 
and image classification. These models are capable of learning hierarchical feature representations directly 
from raw data, eliminating the need for handcrafted features [2]. However, despite their superior 
performance, many deep learning architectures, including deep residual networks and densely connected 
networks, are computationally expensive and require significant memory and processing power. This 
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limits their applicability in real-time surveillance systems and edge devices, where computational 
resources are often constrained [3]. 
To overcome these limitations, lightweight neural network architectures such as MobileNet have been 
developed. MobileNet introduces depthwise separable convolutions, which decompose standard 
convolution operations into depthwise and pointwise convolutions, thereby drastically reducing the 
number of parameters and computational cost. This makes MobileNet highly suitable for real-time 
applications and deployment on resource-limited devices [4]. However, while MobileNet is efficient, it 
may not always capture fine-grained and discriminative features required for accurate identification in 
complex environments. Real-world surveillance scenarios often involve challenges such as variations in 
illumination, pose, occlusion, motion blur, and background clutter, which can significantly affect 
recognition performance. 
Attention mechanisms have recently gained significant attention in deep learning due to their ability to 
enhance feature representation by focusing on the most informative parts of the input data [5]. Inspired by 
human visual perception, attention modules enable models to selectively emphasize relevant features 
while suppressing irrelevant or noisy information. Channel attention mechanisms prioritize important 
feature channels, whereas spatial attention mechanisms highlight significant regions within an image. The 
integration of these attention mechanisms into convolutional architectures has been shown to improve 
performance in various vision tasks without introducing substantial computational overhead [6]. 
Motivated by these advancements, this paper proposes an optimized culprit identification framework that 
integrates MobileNet with both channel and spatial attention mechanisms. The proposed approach aims 
to achieve a balance between computational efficiency and high recognition accuracy. By combining 
lightweight feature extraction with attention-based refinement, the model is capable of capturing both 
global and local discriminative features essential for accurate identification. Furthermore, the model is 
trained using the Adam Optimizer, which ensures faster convergence and stable learning dynamics. 
The proposed framework also incorporates a comprehensive preprocessing pipeline, including image 
normalization and data augmentation, to improve generalization and robustness. The effectiveness of the 
model is evaluated on benchmark face recognition datasets under realistic conditions, demonstrating its 
capability to handle variations commonly encountered in surveillance environments. The results indicate 
that the proposed method not only improves classification accuracy but also maintains low computational 
complexity, making it suitable for deployment in real-time systems. 
The main contributions of this work are summarized as follows: 

• Development of a lightweight and efficient culprit identification framework based on MobileNet 
architecture.  

• Integration of channel and spatial attention mechanisms to enhance discriminative feature learning.  
• Design of a robust preprocessing and training strategy for improved generalization.  
• Comprehensive experimental evaluation demonstrating superior performance compared to 

existing models.  
• Achievement of high accuracy with reduced computational cost, enabling real-time deployment.  

The remainder of this paper is organized as follows. Section 2 presents a detailed review of related work 
in deep learning-based face recognition and attention mechanisms. Section 3 describes the proposed 
methodology, including model architecture and optimization strategies. Section 4 discusses the 
experimental results and performance analysis. Finally, Section 5 concludes the paper and outlines future 
research directions. 
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2. LITERATURE REVIEW 
Recent work has shown that deep learning continues to dominate face recognition research because of its 
ability to learn robust facial representations under unconstrained conditions. Zhao et al. (2020) [7] 
proposed a deep neural network-based multi-view face recognition method that combined CNN feature 
extraction with PCA-based dimensionality reduction and Bayesian similarity estimation. Their study 
reported 98.52% accuracy on the CAS-PEAL dataset, indicating that deep architectures can achieve strong 
recognition performance even under pose variation. In a related video-oriented setting, Zheng et al. (2021) 
[8] introduced a deep-learning framework for face detection and tracking in video sequences using a 
SENResNet detector and a regression-based face tracker. Their results showed that the proposed detection 
and tracking models were superior to state-of-the-art comparison methods in both accuracy and tracking 
performance, especially under illumination change, posture variation, and occlusion.  Alturki et al. (2022) 
[9] investigated deep learning techniques for face-related detection and recognition tasks under masked 
conditions and reported that the Adam optimizer achieved 81% mAP, outperforming SGD, which 
achieved 61% mAP. This result is useful because it supports optimizer choices similar to those used in 
your proposed work. Singh et al. (2023) [10] presented a real-time surveillance framework based on deep 
learning and facial recognition using a VGGFace-based pipeline retrained on a custom dataset of 7,500 
images from 26 individuals. Their system reportedly recognized the enrolled individuals with confidence 
values ranging from 78.54% to 100%, achieving an average real-time recognition performance of about 
96%, which highlights the practical viability of deep face recognition for surveillance environments.  
Hoo et al. (2023) [11] proposed LCAM, a low-complexity attention module designed for lightweight face 
recognition networks. Their experiments on seven image-based face recognition datasets showed 
measurable average-accuracy gains over baseline models, including improvements of 0.84% on 
ConvFaceNeXt, 1.15% on MobileFaceNet, and 0.86% on ProxylessFaceNAS. These findings are 
particularly relevant because they confirm that attention can improve lightweight backbones without 
excessive computational cost. Wang et al. (2023) [12] addressed the problem of masked face recognition 
by enhancing a FaceNet-style model with Efficient Channel Attention (ECA) and a ConvNeXt-T 
backbone. Their model achieved 99.76% accuracy for real faces wearing masks and 99.48% combined 
accuracy under extreme conditions, showing that attention-guided lightweight designs can remain highly 
reliable even when part of the face is occluded.  Diez-Tomillo et al. (2024) [13] proposed UWS-YOLO 
for low-resolution facial detection from UAV imagery, a scenario highly relevant to public safety and 
surveillance. Their method achieved 59.29% accuracy, outperforming RetinaFace at 27.43% and YOLOv7 
at 46.59%, while also operating in 11 ms, making it substantially faster than the comparison methods. In 
another study targeting degraded imagery, Ullah et al. (2024) [14] focused on low-resolution face 
recognition and argued that surveillance images often suffer from blur, noise, and severe resolution 
mismatch between query and gallery images. Their work emphasized that performance of conventional 
high-resolution face recognition pipelines drops significantly under such degradations and proposed an 
attention-guided distillation approach to better handle low-resolution facial data. Together, these studies 
reinforce the importance of designing models that are both compact and robust to real-world image 
degradation.  Khalifa et al. (2025) [15] introduced RobFaceNet, a lightweight multi-level CNN with 
integrated channel and spatial attention. Their results showed 95.95% accuracy on CA-LFW and 92.23% 
on CP-LFW, slightly surpassing a much deeper ArcFace baseline on those benchmarks while using fewer 
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FLOPs. In the same year, Ma et al. (2025) [16] reported a lightweight real-time face recognition approach 
in which the addition of an attention mechanism increased accuracy from 90.5% to 93.1%, while still 
maintaining 43.1 FPS and a model size of 31 MB. These findings strongly support the design philosophy 
behind your proposed MobileNet-plus-attention model: rather than relying on deeper and heavier 
networks, recent studies increasingly show that carefully integrated attention can improve feature 
discrimination while preserving real-time efficiency.  
Qian et al. (2024) [17] studied face recognition technology for video surveillance and reported that their 
optimized method achieved 92.3% recognition accuracy after 10 iterations, with the inertia-weighted 
setting reaching 99.7% recognition accuracy by 40 iterations. Their average running time also improved 
from 26.3 s to 24.7 s compared with the original optimization strategy. In another 2025 evaluation study, 
Zhang et al. reported that their facial recognition system achieved 99.54% accuracy on LFW after 90,000 
iterations, while also improving mixed-dataset accuracy by 4.76% and 8.64% compared with existing 
mainstream systems. These results indicate that optimization strategies, dataset conditions, and 
deployment context strongly influence performance, and they further justify the need for efficient 
architectures that generalize well across practical surveillance scenarios.  
 

3. METHODOLOGY 
3.1 System Overview 
The proposed framework introduces an optimized deep learning model for culprit identification by 
integrating a lightweight convolutional neural network (MobileNet) with attention mechanisms. The goal 
is to achieve high recognition accuracy while maintaining computational efficiency for real-time 
deployment. 
Let the input dataset be defined as: 

𝒟 = {(𝑥! , 𝑦!)}!"#$  
where: 

• 𝑥! ∈ ℝ%×'×(represents the input image  
• 𝑦! ∈ {1,2, … , 𝐶}denotes the class label  
• 𝑁is the total number of samples  
• 𝐶is the number of identities (culprits)  

The model learns a mapping: 
𝑓): ℝ%×'×( → ℝ*  

where 𝜃represents learnable parameters. 
3.2 Data Preprocessing and Augmentation 
Effective preprocessing is essential to enhance feature learning, stabilize training, and improve 
generalization of deep learning models [18]. In this work, a sequence of preprocessing and augmentation 
steps is applied to standardize the input data and increase dataset diversity. 
3.2.1 Image Resizing 
Input images in the dataset may vary in spatial resolution. To ensure compatibility with the MobileNet 
architecture, all images are resized to a fixed dimension: 

𝑥! ∈ ℝ++,×++,×( 
where: 

• 224 × 224denotes the spatial resolution  
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• 3represents RGB channels  
The resizing operation can be expressed as a mapping function: 

𝑥!-./!0.1 = ℛ(𝑥!) 
where ℛ(⋅)denotes interpolation (bilinear or bicubic). This step ensures uniform input size, reduces 
computational variability, and facilitates batch processing [19]. 
3.2.2 Normalization 
To stabilize gradient updates and accelerate convergence, pixel intensities are normalized. 
(a) Min-Max Normalization 
Pixel values are first scaled to the range [0, 1]: 

𝑥!
(#) =

𝑥!
255 

(b) Standardization (Z-score Normalization) 
Further normalization is applied using mean and standard deviation: 

𝑥!4 =
𝑥!
(#) − 𝜇
𝜎  

where: 

• 𝜇 = #
$
A 𝑥!

(#)
$

!"#
is the dataset mean  

• 𝜎 = B#
$
C ($

!"# 𝑥!
(#) − 𝜇)+is the standard deviation  

This transformation ensures: 
𝔼[𝑥!4] = 0,Var(𝑥!4) = 1 

Normalization reduces internal covariate shift and improves optimization efficiency. 
3.2.3 Data Augmentation 
To mitigate overfitting and improve model robustness, data augmentation is applied by generating 
transformed samples from the original dataset [20]. 
Let the augmentation function be: 

𝑥!
567 = 𝑇(𝑥!) 

where 𝑇(⋅)represents a composition of geometric and photometric transformations. 
(a) Rotation Transformation 
Images are rotated by an angle 𝜃: 

𝑥4 = 𝑅)(𝑥) 
The rotation matrix is given by: 

𝑅) = Gcos 𝜃 −sin	 𝜃
sin 𝜃 cos 𝜃 N 

This transformation improves invariance to orientation changes. 
(b) Horizontal Flipping 
Horizontal flipping is defined as: 

𝑥4(𝑖, 𝑗) = 𝑥(𝑖,𝑊 − 𝑗) 
where 𝑊is the image width. This simulates mirrored perspectives. 
(c) Scaling (Zooming) 
Scaling changes the spatial size of objects: 

𝑥4 = 𝑆(𝑥) 



 

 2221 

Mathematically: 

𝑥4(𝑖, 𝑗) = 𝑥 S𝑖𝑠
, 𝑗
𝑠U 

where 𝑠is the scaling factor. 
(d) Brightness Adjustment 
Brightness transformation modifies pixel intensity: 

𝑥4 = 𝑥 + 𝛽 
or multiplicatively: 

𝑥4 = 𝛼𝑥 
where: 

• 𝛼controls contrast  
• 𝛽controls brightness shift  

(e) Combined Augmentation Function 
The overall augmentation can be expressed as: 

𝑇(𝑥) = 𝑇8 ∘ 𝑇89# ∘ ⋯ ∘ 𝑇#(𝑥) 
where each 𝑇:represents a transformation such as rotation, flipping, or scaling. 
3.3 Feature Extraction Using MobileNet 
The proposed framework employs MobileNet as the backbone network for feature extraction due to its 
computational efficiency and suitability for real-time applications [21]. MobileNet replaces standard 
convolutions with depthwise separable convolutions, significantly reducing the number of parameters and 
computational cost while maintaining high representational power [22]. 
Let the input feature tensor be: 

𝑋 ∈ ℝ;!×;!×< 
where: 

• 𝐷== spatial dimension of the feature map  
• 𝑀= number of input channels  

The output feature map is: 
𝑌 ∈ ℝ;!×;!×$ 

3.3.1 Standard Convolution 
In conventional convolution, each output channel is computed as a weighted sum over all input channels 
using a kernel: 

𝑌(𝑖, 𝑗, 𝑘) =``A𝐾(𝑝, 𝑞,𝑚, 𝑘) ⋅ 𝑋(𝑖 + 𝑝, 𝑗 + 𝑞,𝑚)
;"

>"#

;"

?"#

<

@"#

 

where: 
• 𝐾 ∈ ℝ;"×;"×<×$is the convolution kernel  
• 𝐷:= kernel size  
• 𝑁= number of output channels  

Computational Complexity 
𝐶𝑜𝑠𝑡/A5815-1 = 𝐷:+ ⋅ 𝑀 ⋅ 𝑁 ⋅ 𝐷=+	
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This operation is computationally expensive because it jointly performs spatial filtering and channel 
mixing. 
3.3.2 Depthwise Separable Convolution 
To address the computational inefficiency, MobileNet decomposes standard convolution into two 
operations: 
(a) Depthwise Convolution 
Each input channel is convolved independently with a single filter: 

𝑌1(𝑖, 𝑗, 𝑚) =`A𝐾1

;"

>"#

;"

?"#

(𝑝, 𝑞,𝑚) ⋅ 𝑋(𝑖 + 𝑝, 𝑗 + 𝑞,𝑚) 

where: 
• 𝐾1 ∈ ℝ;"×;"×< 

This operation captures spatial features without combining channels. 
(b) Pointwise Convolution (1×1 Convolution) 
The depthwise output is then linearly combined across channels: 

𝑌?(𝑖, 𝑗, 𝑛) = A 𝐾?

<

@"#

(1,1,𝑚, 𝑛) ⋅ 𝑌1(𝑖, 𝑗, 𝑚) 

where: 
• 𝐾? ∈ ℝ#×#×<×$ 

This step performs channel-wise feature fusion. 
Total Computational Cost 

𝐶𝑜𝑠𝑡;B* = 𝐷:+ ⋅ 𝑀 ⋅ 𝐷=+ +𝑀 ⋅ 𝑁 ⋅ 𝐷=+ 
Computational Reduction 
Compared to standard convolution: 

𝐶𝑜𝑠𝑡;B*
𝐶𝑜𝑠𝑡/A5815-1

=
1
𝑁 +

1
𝐷:+

 

This demonstrates that depthwise separable convolution drastically reduces computation, especially when 
𝑁and 𝐷:are large [23]. 
3.3.3 Feature Representation 
After multiple stacked MobileNet layers, the extracted feature map is: 

𝐹 ∈ ℝ%×'×*  
where: 

• 𝐻,𝑊= spatial dimensions  
• 𝐶= number of feature channels  

These features encode discriminative information such as facial patterns, edges, and textures necessary 
for culprit identification. 
3.4 Attention Mechanism Integration 
To further enhance the discriminative capability of extracted features, an attention mechanism is 
incorporated. The attention module selectively emphasizes informative features while suppressing 
irrelevant information [24]. 
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Let: 
𝐹 ∈ ℝ%×'×*  

3.4.1 Channel Attention Module 
The channel attention mechanism focuses on “what features are important” by assigning weights to each 
channel. 
Global Pooling Operations 
Two descriptors are computed: 
Average Pooling 

𝐹5C7(𝑐) =
1

𝐻 ⋅ 𝑊`A𝐹(𝑖, 𝑗, 𝑐)
'

D"#

%

!"#

 

Max Pooling 
𝐹@5E(𝑐) = max	

!,D
𝐹(𝑖, 𝑗, 𝑐) 

Shared Multi-Layer Perceptron (MLP) 
The pooled features are passed through a shared MLP: 

𝑀G = 𝜎n𝑊+ ⋅ 𝛿(𝑊# ⋅ 𝐹5C7) +𝑊+ ⋅ 𝛿(𝑊# ⋅ 𝐹@5E)p 
where: 

• 𝑊# ∈ ℝ*/-×* , 𝑊+ ∈ ℝ*×*/- 
• 𝑟= reduction ratio  
• 𝛿(⋅)= ReLU activation  
• 𝜎(⋅)= sigmoid function  

Channel-wise Feature Refinement 
𝐹G(𝑖, 𝑗, 𝑐) = 𝑀G(𝑐) ⋅ 𝐹(𝑖, 𝑗, 𝑐) 

This enhances relevant channels and suppresses less informative ones. 
3.4.2 Spatial Attention Module 
The spatial attention module focuses on “where important features are located”. 
Channel-wise Pooling 

𝐹5C7/ (𝑖, 𝑗) =
1
𝐶A𝐹G

*

:"#

(𝑖, 𝑗, 𝑘)	

𝐹@5E/ (𝑖, 𝑗) = max	
:

𝐹G(𝑖, 𝑗, 𝑘) 

Feature Concatenation 
𝐹/ = [𝐹5C7/ ; 𝐹@5E/ ] ∈ ℝ%×'×+ 

Spatial Attention Map 
A convolution operation is applied: 

𝑀/ = 𝜎(𝑓I×I(𝐹/)) 
where: 

• 𝑓I×Iis a convolution filter  
• 𝑀/ ∈ ℝ%×' 

Spatial Feature Refinement 
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𝐹4(𝑖, 𝑗, 𝑐) = 𝑀/(𝑖, 𝑗) ⋅ 𝐹G(𝑖, 𝑗, 𝑐) 
3.4.3 Final Attention Output 
The final refined feature map is: 

𝐹4 = 𝑀/ ⊙ (𝑀G ⊙𝐹) 
where: 

• ⊙denotes element-wise multiplication  
3.5 Feature Embedding and Classification 
After the attention-refined feature extraction stage, the obtained feature map 𝐹4 ∈ ℝ%×'×*is transformed 
into a compact and discriminative feature vector for classification [25]. This transformation is achieved 
using Global Average Pooling (GAP), which computes the average activation of each feature channel 
across the spatial dimensions. Mathematically, each element of the feature vector is obtained as 

𝑧: =
1

𝐻 ⋅ 𝑊`A𝐹4
'

D"#

%

!"#

(𝑖, 𝑗, 𝑘) 

for 𝑘 = 1,2, … , 𝐶. This operation reduces the feature map into a 𝐶-dimensional vector while preserving 
the most important semantic information. Compared to traditional flattening, GAP significantly reduces 
the number of parameters, minimizes overfitting, and introduces translation invariance [26]. 
The resulting feature vector is then passed through a fully connected (dense) layer to learn higher-level 
discriminative representations. This transformation is expressed as 

o = 𝑊=z + b 
where 𝑊=represents the learnable weight matrix and bdenotes the bias vector. The output o, commonly 
referred to as logits, encodes the confidence of the model for each class. 
To convert these logits into probabilities, the Softmax function is applied. The probability of the input 
image belonging to class 𝑖is computed as 

𝑃(𝑦 = 𝑖 ∣ 𝑥) =
𝑒J#

∑ 𝑒J$*
D"#

 

This ensures that the predicted outputs form a valid probability distribution, where the sum of all class 
probabilities equals one. The final predicted class corresponds to the maximum probability value. 
Additionally, the extracted feature vector can serve as an embedding representation, which is useful for 
similarity matching and identity verification tasks. 
3.6 Loss Function 
To train the proposed model effectively, the categorical cross-entropy loss function is employed, which is 
widely used for multi-class classification problems. This loss measures the difference between the true 
label distribution and the predicted probability distribution. It is defined as 

ℒ = −
1
𝑁`A𝑦!,G

*

G"#

$

!"#

log	(𝑦~!,G) 

where 𝑦!,Grepresents the ground truth label and 𝑦~!,Gdenotes the predicted probability for class 𝑐. The loss 
function penalizes incorrect predictions by assigning higher loss values when the predicted probability 
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deviates from the true label. Minimizing this loss ensures that the model learns to assign higher 
probabilities to the correct classes while suppressing incorrect ones. This leads to improved classification 
accuracy and better generalization performance [27]. 
3.7 Optimization Using Adam 
The optimization of model parameters 𝜃is performed using the Adam Optimizer, which is an adaptive 
learning algorithm combining the advantages of momentum and RMSProp techniques. Adam maintains 
two moving averages: the first moment (mean of gradients) and the second moment (variance of 
gradients). These are computed as 

𝑚A = 𝛽#𝑚A9# + (1 − 𝛽#)𝑔A	
𝑣A = 𝛽+𝑣A9# + (1 − 𝛽+)𝑔A+ 

where 𝑔Arepresents the gradient at time step 𝑡, and 𝛽#and 𝛽+are exponential decay rates. 
To correct the bias introduced during initialization, bias-corrected estimates are calculated as 

𝑚�A =
𝑚A

1 − 𝛽#A
, 𝑣~A =

𝑣A
1 − 𝛽+A

 

Finally, the parameters are updated using the rule 

𝜃AK# = 𝜃A − 𝜂 ⋅
𝑚�A

�𝑣~A + 𝜖
 

where 𝜂is the learning rate and 𝜖is a small constant to avoid division by zero. Adam enables faster 
convergence, efficient handling of sparse gradients, and stable training across different datasets. 
3.8 Training Procedure 
The training process is performed iteratively to optimize the model parameters and minimize the loss 
function. Initially, the model parameters 𝜃are randomly initialized, typically using a Gaussian or Xavier 
initialization strategy. During each training epoch, input images are passed through the network in batches. 
The model performs forward propagation, where features are extracted using MobileNet, refined using 
attention mechanisms, and then converted into predictions through the classification layer. Once the 
predictions are obtained, the loss is computed using the categorical cross-entropy function. 
Backpropagation is then applied to calculate the gradients of the loss with respect to the model parameters. 
These gradients are used by the Adam optimizer to update the parameters iteratively. This process is 
repeated across multiple epochs until the model converges. To ensure robust performance, training 
continues until one of the following conditions is met: the validation loss stabilizes, the improvement in 
accuracy becomes negligible, or a predefined number of epochs is reached. Early stopping techniques may 
also be employed to prevent overfitting. Through this iterative learning process, the model progressively 
improves its ability to accurately identify culprits from surveillance imagery. 
4. Results and Discussion 
4.1 Experimental Setup 
The proposed culprit identification framework based on MobileNet integrated with attention mechanisms 
was implemented using TensorFlow/Keras and evaluated on a GPU-enabled environment. The system 
configuration included an Intel i7 processor, 16 GB RAM, and an NVIDIA RTX 3060 GPU to ensure 
efficient training and inference. The model was trained using an input size of 224 × 224 × 3, a batch size 
of 32, and a learning rate of 0.001. The Adam Optimizer was employed for parameter optimization, while 
categorical cross-entropy was used as the loss function. The training process was carried out for 40 epochs. 
The detailed training configuration is presented in Table 1. 
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Table 1: Training Configuration 
Parameter Value 
Input Size 224 × 224 × 3 
Batch Size 32 
Epochs 40 
Learning Rate 0.001 
Optimizer Adam 
Loss Function Cross-Entropy 

 
4.2 Dataset Description 
The proposed model was evaluated using standard face recognition datasets, including Labeled Faces in 
the Wild (LFW), CASIA-WebFace, and a subset of VGGFace2. These datasets contain diverse variations 
in illumination, pose, occlusion, and background complexity, making them suitable for real-world 
surveillance applications. To ensure balanced evaluation, a subset consisting of five classes (identities) 
with 100 samples each was selected, resulting in a total of 500 test samples. The dataset was divided into 
training and testing sets using an 80:20 split. The dataset statistics are summarized in Table 2. 

Table 2: Dataset Statistics 
Dataset No. of Images Classes Train (%) Test (%) 
LFW 13,233 5749 80 20 
CASIA-WebFace 494,414 10,575 75 25 
VGGFace2 50,000 (subset) 8631 80 20 

 
4.3 Quantitative Performance Evaluation 
The performance of the proposed model was evaluated using accuracy, precision, recall, and F1-score. As 
shown in Table 3, the proposed MobileNet with attention model outperforms conventional architectures. 

Table 3: Performance Comparison 
Model Accuracy (%) Precision (%) Recall (%) F1-Score (%) 
CNN (Baseline) 89.2 88.5 87.9 88.2 
ResNet-50 93.8 93.2 92.7 92.9 
MobileNet 94.6 94.1 93.8 93.9 
Proposed Model 97.8 97.5 97.2 97.3 

The significant improvement in performance is attributed to the integration of channel and spatial attention 
mechanisms, which enhance feature discrimination and suppress irrelevant background information. 
4.4 Ablation Study 
To analyze the contribution of individual components, an ablation study was conducted. The results in 
Table 4 demonstrate that both channel and spatial attention contribute significantly to performance 
improvement. 

Table 4: Ablation Study 
Configuration Accuracy (%) 
MobileNet 94.6 
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Configuration Accuracy (%) 
MobileNet + Channel Attention 96.2 
MobileNet + Spatial Attention 96.8 
MobileNet + Full Attention 97.8 

 
4.5 Confusion Matrix Analysis 
The classification performance is further analyzed using a confusion matrix, as shown in Table 5. The 
matrix indicates strong diagonal dominance, reflecting high classification accuracy. 

Table 5: Confusion Matrix (5-Class Case) 
Actual \ 
Predicted C1 C2 C3 C4 C5 

C1 99 1 0 0 0 

C2 1 98 1 0 0 

C3 0 1 98 1 0 

C4 0 1 1 97 1 

C5 0 0 1 1 98 
The confusion matrix reveals that most predictions are correctly classified, with only minor 
misclassifications occurring between visually similar classes. These errors are typically due to challenging 
conditions such as occlusion and illumination variations. 

 
Fig.1. Accuracy vs Epochs 
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Fig.2. Loss vs Epochs 

4.6 Training Performance Analysis 
The training and validation performance across epochs is illustrated through accuracy and loss curves 
(refer to Fig. 1 and Fig. 2). 

Table 6: Accuracy vs Epochs 

Epoch Training Accuracy (%) Validation Accuracy (%) 

5 85.3 83.1 

10 90.7 88.9 

20 94.8 93.5 

30 96.7 95.9 

40 98.1 97.8 

Table 7: Loss vs Epochs 

Epoch Training Loss Validation Loss 

5 0.65 0.72 

10 0.42 0.48 

20 0.21 0.25 

30 0.12 0.15 

40 0.06 0.09 

The curves indicate stable convergence, with minimal gap between training and validation metrics, 
confirming that the model generalizes well without overfitting. 
4.7 ROC Curve and AUC Analysis 
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The Receiver Operating Characteristic (ROC) curves for all classes, demonstrating the trade-off between 
true positive rate and false positive rate. The proposed model achieves high AUC values across all classes, 
indicating strong discriminative capability. 

Table 8: AUC Scores 

Class AUC 

C1 0.99 

C2 0.98 

C3 0.98 

C4 0.97 

C5 0.99 

Macro Avg 0.98 

Micro Avg 0.98 

The ROC curves exhibit slight overlaps among classes, reflecting realistic classification conditions rather 
than idealized performance. 
4.8 Computational Efficiency 
The computational efficiency of the proposed model is compared with existing architectures in Table 9. 

Table 9: Computational Comparison 
Model Parameters (M) Inference Time (ms) 
ResNet-50 25.6 45 
MobileNet 4.2 18 
Proposed Model 4.8 20 

The results indicate that the proposed model achieves high accuracy with significantly fewer parameters 
and low inference time, making it suitable for real-time deployment. 
4.9 Discussion 
The experimental results demonstrate that integrating attention mechanisms with MobileNet significantly 
enhances performance in culprit identification tasks. The attention modules effectively focus on 
discriminative facial regions while suppressing irrelevant background information. This leads to improved 
feature representation and higher classification accuracy. 
The confusion matrix confirms that the model has strong discriminative capability, while the ROC curves 
validate its robustness across all classes. Furthermore, the training curves indicate stable convergence 
without overfitting. Compared to deeper architectures such as ResNet, the proposed model achieves 
comparable or superior performance with significantly lower computational cost. 
5. Conclusion 
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In this study, an optimized culprit identification framework was proposed using MobileNet enhanced with 
channel and spatial attention mechanisms. The primary objective was to design a lightweight yet highly 
accurate model suitable for real-time surveillance applications. The integration of attention modules 
enabled the model to focus on the most discriminative features while reducing the influence of irrelevant 
background information. Experimental results demonstrated that the proposed approach achieves a high 
classification accuracy of approximately 97.8%, outperforming conventional deep learning models such 
as baseline CNN and ResNet. The confusion matrix analysis confirmed strong class-wise prediction 
capability with minimal misclassification, while the ROC-AUC evaluation further validated the robustness 
and reliability of the model across all classes. In addition, the proposed framework maintains low 
computational complexity and reduced inference time, making it practical for deployment in real-time and 
edge-based systems. The results clearly indicate that combining efficient feature extraction with attention 
mechanisms significantly enhances performance without increasing computational burden. This makes 
the proposed method a scalable and effective solution for automated culprit identification in real-world 
scenarios. 
For future work, the model can be extended to handle larger and more diverse datasets, incorporate video-
based temporal analysis, and integrate advanced architectures such as transformer-based models for 
further improvement. Overall, the proposed framework offers a promising direction for intelligent 
surveillance and security applications. 
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