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Abstract

The prediction of image tampering has become an important problem because of increased
manipulation and forgery of images in terms of copy-move forgery, splicing, deep fakes, etc. The
existing methods mainly use one source for feature extraction, decision-making, or prediction
without any adaptation to uncertainty and complexity in image scenario. In order to solve this
problem, an Adaptive Data Fusion Prediction algorithm has been designed to provide reliable
prediction about image tampering. This ADFP algorithm uses the selection of proper data source
among various data sources, allocation of proper weight according to the relevancy and reliability
of the data sources and finally the prediction according to confidence level. The main techniques
used in this research include data fusion from various sources, adaptive weight allocation, and
decision-making by taking into account the confidence level and modeling of uncertainties. ADFP
has been tested for image tampering prediction and authentication using the CASIA 2.0 database. It
was found that ADFP achieves an accuracy rate of 98.90%.

Keywords: Adaptive data fusion, Confidence estimation, Image forgery Prediction, Image
tampering, Multi-source prediction, Uncertainty modeling, weighted decision-making

1. Introduction

The prediction of tampering forgery has emerged as one of the significant research topics owing to
the rapidly evolving digital image manipulation techniques such as copy-move forgery, image
splicing, and the artificial intelligence generated images. Previous researches mainly focused on
DL-based algorithms, hybrid features, localization, neural network-based classification, and
forensic analysis. Few of the recent research have used deep learning and hybrid features for
improving tampered image forgery detection algorithms. The methodologies involving two-stage
approach CNN and keypoints have been developed for copy-move forgery detection, whereby local
feature matching and deep learning-based decision making has been adopted [1]. The methodology
involving multi-scale detectors for copy-move forgery detection has been performed to achieve
higher accuracy owing to the existence of complex forgery regions in the image of different sizes
[2]. A hybrid deep learning (DL) methodology based on both keypoint and block-level features has
significantly improved the efficiency of detecting the tampered forgery images through the
extraction of local and structural features [3]. In a similar manner, a multimedia forensic
methodology has been used for copy-move forgery based on multiple extractions and classification
[4]. Most recently, the localization and segmentation-based tamper detection of the image has been
attempted [5].
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The approaches that are based on the Swin-T segmentation technique are applied in multi-label
image tamper detection in the spatial domain, and it stress the importance of output from
segmentations for tampering detection [6]. There arle also copy-move and splicing forgery
detection techniques that are proposed using the assistance of DL-based systems for detecting
duplicate and insertion of regions of images [7]. The above-mentioned studies propose that
localization, segmentation and classification are very important stages for reliable image forgery
detection. Splicing forgery detection and passive image forgery detection approaches have also
attracted the interest of researchers in recent years. For example, feature extraction based on Sonine
functions and also DL-based features have been used in splicing detection by discovering structure
variation in manipulated regions of images [8]. Apart from the above, passive neural network-based
approaches have also been proposed to detect forged images without requiring any embedded
watermarking and authentication [9]. Furthermore, there are forensic approaches with image
brightness level and PRNU used for camera identification in order to verify the authenticity of
images [10]. However, many approaches to image forgery detection still depend on one feature data
and decision strategy source only.

As part of overcoming the limitations of existing methods of image forgery detection, the ADFP
algorithm is proposed in this research to provide the final decision on forgery Prediction. In the
ADFP algorithm proposed by us, the appropriate selection of dynamic weights of processed data
streams based on the relevance and reliability is performed. Moreover, multiple streams of
processed outputs in combination with classification confidence have been used to achieve reliable
final confidence scores. An approach to confidence estimation that takes into account its uncertainty
has also been considered to avoid wrong decisions.

The sections of this research section 2 provide an explanation about the background study regarding
the existing image forgery detection technique, deepfake detection, fusion based approach, and
prediction technique utilizing uncertainty modeling. The methodology section 3 will cover the
proposed methodology where the data collection details, proposed ADFP model framework,
procedure, mathematical equation and pseudo-code along with the prediction procedure based on
decisions will be covered. The result and discussion section 4 will be discussed and include the
prediction result, difficult image analysis and degradation analysis. Section 5 concludes the research
by summarizing the major findings and future research directions.

2. Background study

Soundarya and Gururaj (2025) [11] proposed an innovative model, Dense-Swish-CNN with Bi-
LSTM structure, to detect deepfakes. In other words, it is designed to detect manipulations within
the image by learning deep features of faces both spatially and sequentially. It utilizes Dense-Swish-
CNN to extract deep features of images and uses Bi-LSTM to learn deep dependencies of them. One
of the drawbacks of this method could be that it may require high computational costs, yet it
performs better in detecting fake faces than others.

Yasir and Kim (2025) [12] on the lightweight framework for deepfake image detection involved the
use of multi-feature fusion. This approach could be considered as closely related to the previous one
since it used multi-faces fusion as well to enhance its performance. It used lightweight DL and
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multi-faces fusion to create a lighter and more effective system. The flaw of the method may consist
in being unable to see smaller details of the forgery.

The method of detecting deepfake by using deep feature stacking and meta-learning is proposed by
Naskar et al. (2024) [13]. This approach can be described as focusing on developing the image
recognition capabilities through diverse approaches towards deep feature learning. This method
combines feature stacking and meta-learning for improved capabilities adaptation during
classification. However, the disadvantage of this approach is that feature stacking might make the
training process difficult, but the result turns out to be efficient.

The concept of applying a lightweight CNN model for synthetic image detection has been developed
by Lokner Ladevi¢ et al. (2024) [14]. This approach has a relation to the image recognition of real
and fake images through DL models. The proposed technique involves using a lightweight CNN
model for pattern identification in synthetic images. However, the main limitation of such an
approach lies in its incapability of identifying highly realistic images.

The technology of Al generated image detection with combined uncertainty measurement and
particle swarm optimized rejection algorithm was put forth by Yumlembam et al. (2025) [15]. The
concept is highly related to the idea of ADFP as both uncertainty measurements and rejection of the
same are used in generating the prediction accurately. In the present scenario, uncertainties, along
with the optimization, are incorporated to discard the uncertain predictions made. However, a
drawback in this respect could be the excessive time consumption for optimizing the process.
Mahdi et al. (2025) [16] have developed a general-purpose fake detection system for detecting
forgery generated using GANs and diffusion models. The idea is based on the identification of
various types of forgery through the general-purpose technique. The method proposed here
incorporates deep learning-based fake identification for faces, invoice, and medical heterogeneous
data. The main limitation of the technique involves its requirement for fine-tuning in every domain,
yet results were found to be impressive in most domains.

Zhao et al. (2024) [17] presented an algorithm that can be used to detect the forgery of remote
sensing images by making use of transformers and model fusion. The algorithm has a close relation
to ADFP since the application of model fusion enhances the detection of the forged image. The
algorithm uses the combination of transformers and model fusion techniques to detect the forgery
in remote sensing images. However, the problem is that transformers need considerable amount of
computation and data.

The forgery detection algorithm presented by Bae et al. (2025) [18] has to do with the language-
dependent dataset-based model for detection of the forgery in the images using DL. The algorithm
has been developed to detect the forgeries through document-image visual complexity. DL
technology has been used by the algorithm to achieve the purpose. However, the problem is that it
is language dependent but the results are satisfactory.

The approach based on edge-based deep learning to detect forgery of documents was proposed by
Bae et al. (2025) [19]. This approach is analogous to forgery localization due to the fact that edges
reveal information about manipulated boundaries. An edge-based deep learning approach was used
to detect forged structures in documents in the developed approach. However, a potential
disadvantage of the proposed approach is its vulnerability to noise and the low resolution of images.

1715



Mr. Prince Joy, 2026 Advanced Engineering Science

The tampering detection and image integrity verification method based on decentralized DL and
hash ledger was developed by Guttavelli and Gorle (2026) [20]. This theme may be associated with
image tamper detection and image verification issues. DL-based tamper detection and decentralized
hash ledger integrity verification techniques were used in the algorithm. As a negative side,
verification by using ledger adds some overhead. Nevertheless, the results show improvements in
integrity and verification.

The method for detection and localization of images being compressed twice by using multiple
branches was proposed by Fouad et al. (2025) [21]. The proposed model highlights the issue of
detecting image manipulation by recompression. In this regard, a multi-branch deep neural network
is used for detecting different types of artifacts that appear in the process of JPEG compression. The
drawback of this method is its inability to operate with any other forgeries than those based on JPEG
compression.

The technology proposed by Shan et al. (2025) [22] and known as MSCSCC-Net was developed to
address the problem of detecting and localization of the forgery of JPEG-compressed images. It
should be noted that this detection method relates somehow to the topic under discussion, which is
about the detection of image forgery after compression. Multi-scale contextual spatial-channel
correlation learning was implemented in this algorithm.

The technology of image forgery detection using image recompression forgery has been designed
by Ham et al. (2024) [23]. This approach is related to forgery detection via recompression signature.
The basis of the technique has been ensembles. The drawback of the technology is high
computational cost, and the advantage is higher efficiency of the result obtained.

Image forgery detection via seam carving forgery using multi-perspective explainable Al was
created by Neves et al. (2025) [24]. It is devoted mostly to forgery detection due to image resize
content aware. Using explainable Al from various perspectives will help in detecting this type of
forgery. Its weakness is that this technique cannot be applied to other types of image forgery.

The ELA-CNN model was introduced by Nagm et al. (2024) [25] for the recognition of image
manipulations and authentication of the images. It has much similarity with the classification of
manipulated images and genuine images. The basic concept behind this model comes from
combining ELA with CNN to detect any signs of manipulation in the images. One drawback of ELA
technology is that it might be affected by image compression.

Table 1: Summary of Remaining References Related to ADFP-Based Image Forgery
Prediction

Author and | Concept Methods Used Limitations Result
Year
Raza et al. | Fake image | Multi-model May require more | Improved
(2024) [26] detection using | GAN image | computation due | robustness in
multi-model detection to multiple models | GAN-
techniques framework generated fake
image detection
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Gao et al. | Deep fake | Multi-scale May be sensitive | Enhanced deep
(2024) [27] detection using | relationship to dataset variation | fake detection
localized learning with through refined
attention spatial-frequency attention
features features features
Sheng et al. | ID-insensitive Multi-attention May need diverse | Improved
(2025) [28] deep fake | mechanism face datasets for | identity-
detection better independent
generalization deep fake
detection
Qi et al. (2025) | Adaptive fusion | High- Domain is anti- | Strong adaptive
[29] for face anti- | performance spoofing, not | fusion-based
spoofing adaptive fusion | direct image | detection
network forgery performance
Shan et al. | Robust image | RIFD-Net deep | May require larger | Improved
(2024) [30] forgery forgery detection | training data robust  image
detection network forgery
detection
Zhu et al. | Image RDS-YOLOv5 Detection Effective image
(2024) [31] tampering with feature | performance may | tampering
detection enhancement depend on object- | detection and
transformation level localization localization
Abdelmaksoud | Forgery Vision Transformer Improved
et al. (2025) | detection with | Transformer and | models may be | forgery
[32] adversarial SVM hybrid | computationally detection and
robustness framework heavy adversarial
robustness
Akram et al. | Image splicing | CMV2U-Net Mainly focused on | Improved
(2025) [33] detection and | with edge- | splicing forgery detection and
localization weighted localization of
features image splicing
Alabrah (2025) | Copy-move and | SFTA-Net with | Self-supervised Improved
[34] splicing forgery | triplet loss, | training may need | detection of
detection auxiliary loss and | careful parameter | copy-move and
spatial attention | tuning splicing forgery
Abdullah et al. | Uncertainty Bayesian DL and | May increase | Improved
(2024) [35] quantification ensemble inference uncertainty-
in image | methods complexity aware  image
classification classification
reliability
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Table 1 below provides a summary of the other ten references used for discussing image forgery
detection, image forgery detection, adaptive fusion, attention learning and uncertainty awareness.
In most cases, the studies discussed here support the need for ADFP as a result of features associated
with it such as feature fusion, model fusion, robustness, confidence estimation, and uncertainty
estimation. The main limitations associated with the current approaches include computational
complexity, domain dependence, and lack of generalizability.

2.1 Research Gap

The primary limitation faced by the latest generation of forgery detection algorithms is the reliance
on only one process for feature extraction and classification. It is not guaranteed that these
algorithms will be able to provide a stable output if the input image suffers from any kind of blurring
or noise. Moreover, these techniques do not adequately focus on uncertainty estimation and
confidence-based decision-making processes. Therefore, there is a requirement for designing a
novel approach to adaptively fuse the processed outputs for accurate decisions.

3. Proposed Methodology

This section explains the design of the proposed ADFP model for predicting tampered images. This
includes the dataset description, prediction model framework, ADFP model operation, mathematical
expressions, pseudo-code, and decision-making process. The proposed model elaborates on the
process of fusing processed predictions based on multi-source information, adaptation of weights,
calculation of confidence and uncertainty measures. Essentially, this section describes the process
of transforming prediction inputs into decisions.
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Figure 1: Overall Prediction Framework of Adaptive Data Fusion Prediction
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Figure 1 demonstrates the full prediction flow process for Phase 3 through the ADFP prediction
component. This starts from the inputs to the prediction process, after which the data undergoes
stream selection, quality evaluation, importance assignment, and adaptive information fusion
processes. The next step involves classification assistance, followed by estimation of prediction
worth, assessing reliability and forming the confidence measure. Lastly, the decision rule is applied
to determine the status of the image.

3.1 Dataset description

In this research, the CASIA 2.0 Image Tampering Detection Dataset is used to test the designed
system for image tampering detection. This dataset can be accessed at
https://www.kaggle.com/datasets/divg07/casia-20-image-tampering-detection-dataset and consists
of JPG and PNG image files. This dataset comprises tampered and real images and, therefore, is
useful for the classification of binary image forgeries. The CASIA 2.0 dataset consists of images

with tampered images using different operations like copy move, splicing among others. Thus, the
use of CASIA 2.0 in this project is justified since it contains tampered and original images.

3.2 Adaptive Data Fusion Prediction (ADFP) for Prediction

The Adaptive Data Fusion Prediction method is chosen for being the prediction algorithm in the
proposed system for detecting tampering in images. The key role of the ADFP lies in the
combination of the processed outputs that have been obtained from the previous stages of processing
and in creating a valid decision output. Rather than relying on a single data source, ADFP adopts
the approach of multiple sources data fusion where the processed feature representations, the outputs
from segmentation process, and the classification process along with confidence values are merged.
The methods utilized in the ADFP include adaptive data fusion, dynamic weight assignment,
confidence-based prediction, and uncertainty modeling. In the ADFP, different processed data
sources are considered according to the importance in predicting tampering.

After assigning adaptive weights, the chosen data sources are automatically combined to derive the
final prediction score. From the prediction score, the image is predicted as tampered or untouched.
For real-time functioning, whenever an image comes into play, the obtained outputs are fed into
ADFP, which will select the relevant data streams, assign adaptive weights to them, fuse and finally
transform them into the prediction score. Such a technique will lead to improved performance of
the algorithm by means of enhanced prediction accuracy, robustness, reliability and adaptability
even if the tampered sections are small, invisible, blurred, compressed, or look like the untouched
sections. Modeling of uncertainty will further help the algorithm estimate the confidence of its
predictions, which is highly crucial in forensic and legal purposes. Reproducibility of ADFP can be
ensured by providing details regarding the used dataset, preprocessing procedures, processed data
streams, weight assignment technique, training/testing set distribution, random seeds, evaluation
measures, and execution platform. Thus, ADFP serves as a crucial step for making predictions from
the proposed framework.
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Figure 2: Workflow of Adaptive Data Fusion Prediction
Figure 2 shows the working mechanism of ADFP in a sequential manner. First of all, it takes input
in terms of the processed data stream, classified output, confidence value, and threshold for final
prediction. After that, ADFP analyzes the data stream, provides adaptive weights, conducts fusion,
finds uncertainty, and computes the confidence value. In the end, it compares the score with the
threshold to determine the image's tampering status.
PDS = {D,,D,,Ds, ..., D,}} (1)
In Equation 1, PDS is the abbreviation used for sets of processed data streams and D4, D,, D5, ..., D,
refers to individual processed data streams. The variable n shows the total number of processed data
streams that have been utilized for making predictions using ADFP.
R; = $(D;, CO) @)
Equation (2) R; is the relevance measure of the i*" data stream D; is the i*" processed data stream,
and CO is the classified output. The function ¢(+) is a relevance measuring function. It calculates the
relevance of every processed data stream for making the tampering prediction.
L; = Y(D;, CS) 3)
Equation (3) L; is the reliability measure of the i*" processed data stream D; is the processed data
stream and CS is the classification confidence measure. The function () is the reliability measure
estimate function. The above equation calculates the reliability measure for each processed data
stream using the classification confidence measure.
I; = aR; + BL; (4)
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In Equation (4), I; stands for the significance score of the it"data stream, while R; and L; are the
relevance and reliability scores respectively. On the other hand a and S are weight factors used to
adjust the relative importance of relevance and reliability.

Ii
Wi - Z}lzllj (5)

Equation (5) W; is the adaptive weight of the i*" data stream, while I; is the importance score of that
data stream. The sum }7_, I; refers to the importance scores of all processed data streams. Equation
(5) normalizes the importance score to yield the adaptive fusion weight.

WD; =W; X D; (6)

The above Equation (6) shows that W D; is the weighted data stream, where W; the adaptive weight
is, and D; is the raw data stream. The above-mentioned equation calculates the weighted stream,
which contains the information adjusted according to the weight.

Faprp = Xi=1 W Dy (7)

Equation (7) F4prp is the fused representation created using ADFP and W D; is the i" weighted
data stream. Here, n refers to the total number of weighted data streams. This equation merges all
the weighted data streams into one prediction representation.

F¢ = AFppp + (1 —)CO )]

Equation (8) F, is the classification-assisted fused result, F,ppp refers to the ADFP fused result and
CO refers to the classified result. Here, A plays an important role in determining the balance of fusion
data and classified result.

Sp = o (Fc) 9)

Equation (9) where S, refers to the final prediction score whereas F( is the fused output supported
by classification. o(-) Indicate the prediction scoring function. This equation produces the final
prediction score based on the fused output.

U,=1-CS (10)

Equation (10) U, refers to the uncertainty of the prediction, while CS is the classification confidence
score. This higher the value of CS the lower the uncertainty and lower the value of CS, the higher
the uncertainty.

FCS=CSx(1-U,) (11)

Explanation of Equation (11) FCS stands for Final Prediction Confidence Score, CS is the
Classification Confidence Score and U, is the prediction uncertainty. The element (1 - Up)
decreases the confidence score as uncertainty increases. This equation finds out the Final
Confidence Score of the prediction.
Tampered, Sp=T
Authentic, Sp <t
Equation (12) FPR is the final prediction result, S, is the final prediction score, while 7 is the

FPR = { (12)

prediction threshold. The threshold differentiates between tampered and genuine image predictions.
The above equation defines the final decision rule for predicting whether an image is tampered with
or genuine.

W, =W; +AW;, ifR; = tp (13)
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Equation (13) W; is the adaptive weight, AW; refers to the weight change, while R; stands for the
relevance measure. Here, 7 refers to the relevance threshold. This equation helps increase the
weight of the most relevant stream of data.
W, =W, —AW;, ifR; <ty (14)
Equation (14) W; is the adaptive weight, AW; refers to the weight reduction factor, while R; indicates
the relevance score. In addition, 7 represents the threshold for relevance. The equation lowers the
weight for an irrelevant or less important data stream.

moW=1 (15)
Equation (15) where W; is the adaptive weight allocated to the respective data stream and n
represents the total number of data streams under processing. This ensures that all adaptive weights
are normalized.
PR=1-U, (16)
Equation (16) PR is used to refer to the prediction reliability score while Uy, is used to represent the
prediction uncertainty score. The prediction reliability increases when the uncertainty score falls.
PS =S, X FCS (17)
Equation (17) PS stands for prediction strength while S,, is used to represent the prediction score.
FCS Stands for the final prediction confidence score. Prediction strength increases if the scores and
confidence are high.
AFC; = W; X R; X L; (18)
Equation (18), AF C; is the adaptive fusion contribution from the i*" data source, W; is the adaptive
weight, R; is the relevance measure, and L; is the reliability measure. This equation gives the
contribution that each data source makes to the fusion process.
TFC =), AFC; (19)
Equation (19) TFC is the total fusion contribution while AFC; stands for the adaptive fusion
contribution of each data stream. The symbol n is the total number of processed data streams. This
equation computes the total contribution made by all data streams to the fusion process.
DM =S, — 7| (20)
Equation (20) DM stands for the Decision Margin, S,, is the final Prediction Score, while 7 is the
Prediction Threshold. The absolute value indicates the gap between the prediction score and the
threshold. The equation calculates the gap between the prediction score and the decision threshold.
Sy =5S,(1-U,) (21)
The equation (21) S, is the uncertainty-based prediction score, S,, is the prediction score without the
uncertainty factor, this Upis the prediction uncertainty. The factor of (1 — Up) accounts for the
prediction uncertainty when computing the prediction score.
CR =FCS X PR (22)
Equation (22), where CR is confidence reliability, this FCS is final prediction confidence score and
PR stands for prediction reliability. Here confidence and reliability have been combined together to
calculate trustworthiness. This equation calculates the reliable final confidence score.
wrew = weth +n(R; - Ly) (23)
Equation (23) W;™" is the updated value of adaptive weight W°'%is the previous value of adaptive
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weight, and 7 is the learning rate. R; and L; refer to relevance and reliability scores, respectively.
The above equation updates the adaptive weight based on relevance and reliability difference.

Ep = |Ytrue - Ypred' (24)

Equation (24) E,, stands for prediction error, where Y, the actual label and Yy,,..4 is the predicted
label of the image. This equation calculates the prediction error using the absolute difference
between the actual and predicted values for ADFP.

RD = |spumt — s7un2| (25)

Equation (25) RD is for reproducibility difference, while S;*"! is the prediction score obtained in
the first run and S;*"? is the prediction score obtained in the second run. The smaller is difference
and the higher is reproducibility. This formula evaluates reproducibility between two repeats.

Algorithm: Adaptive Data Fusion Prediction (ADFP)

Input:
PDS « Processed data streams
CO « Classified output
CS « Classification confidence score
T <« Prediction threshold
Output:
FPR « Final prediction result
FCS « Final prediction confidence score
Begin
Initialize fused output
Initialize final prediction_score
Initialize uncertainty value
For each data_stream in PDS do
relevance score «— Evaluate Relevance(data stream)
If relevance_score is high then
adaptive_weight <— Assign High Weight(data stream)
Else
adaptive_weight «— Assign Low_ Weight(data_stream)
End If
weighted stream «— Apply Weight(data_stream, adaptive weight)
fused output < Fuse(weighted stream, fused output)
End For
fused output < Fuse(fused output, CO)
final prediction score «— Generate Prediction Score(fused output)
uncertainty value «— Estimate Uncertainty(final prediction_score, CS)
FCS « Calculate_Confidence(CS, uncertainty value)
If final prediction score > T then
FPR « "Tampered Image"
Else
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FPR « "Authentic Image"
End If
Return FPR, FCS
End

The pseudo-code above shows that the input to the ADFP is the processed data streams, classified
data output, the confidence score, and the threshold value, which are used by the system to make
the final prediction. This is done by analyzing each data stream, assigning them adaptive weights,
then combining them with the output data. Prediction score is calculated, and uncertainties and
confidence levels determined.

N

< Start >
I ’ End
Receive pocessed data streams, classified
output, confidence score and threshold Return final prediction result and
! confidence score
[ Identify useful data streams ] | T
l Predict as Predict as
‘Evaluate relevance of each data stream} tampered image authentic image
! t
P Yes I\ No
Yes Is the data ™ No o
<_ stream highly ~ > ) Is final
l relevant? <__ prediction score > prediction >
Assign high adaptive Assign low adaptive T threshold?
weight weight N
|
v Calculate final prediction
Apply weight to each data stream confidence score
Fuse all weighted ata streams Estimate uncertainty level
‘ Integrate f.'used output with | :l( Generate final prediction score }
classified output J L

Figure 3: Decision-Based Predictive Workflow of Adaptive Data Fusion Prediction

Figure 3 provides the decision-driven approach of ADFP algorithm. The process involves two major
decisions related to the relevancy of data streams and whether the prediction score is above the
threshold limit. In case of high relevancy, the algorithm allocates high or low adaptive weights
before performing the fusion process. After evaluating the score with the threshold, the algorithm
generates an output regarding the authenticity of the image.

4. Result and discussion

In this section, the experimental results of the proposed ADFP approach are discussed regarding the
task of forgery image prediction. The experimental analysis is performed based on the evaluation
of the final prediction results, difficult image conditions, degradation resilience analysis, and
comparative performance analysis. It should be noted that all of the above tests prove the reliability
of the predictions made.
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Figure 4: Tamper Prediction Output using ADFP

The figure 4 is an illustration of the image forgery prediction process by ADFP. Every row displays
the original image, the pixel-level tampering mask, the output tampered region and finally the output
of the ADFP prediction. Pixel-level tamper mask shows the potential manipulation area while the
tampered region output identifies the manipulation area from the rest of the image. The ADFP
prediction illustrates the tampered boundaries with a red border to indicate the manipulation area.
In general, this image illustration reveals how the ADFP achieves tampered predictions.

Table 2: Final Prediction Sample Result

Image Actual Predicted Prediction Confidence Result
Sample Class Class Score Score

Image 1 Tampered Tampered 0.92 96.80% Correct
Image 2 Authentic Authentic 0.18 95.10% Correct
Image 3 Tampered Tampered 0.89 94.75% Correct
Image 4 Authentic Authentic 0.23 93.90% Correct
Image 5 Tampered Tampered 0.86 95.60% Correct

Table 2 is used to present the result of the proposed ADFP technique on the test image set. As shown
in table 2 below, tampered images get higher prediction score values, whereas authentic images
have lower prediction score values. In other words, all five test images can be classified accurately
by comparing the actual class to the predicted class.
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Figure 5: Threshold-Based Final Prediction Result of ADFP

Figure 5 depicts the final predicted score of five image samples obtained through the ADFP
technique. The dotted red threshold line represents the dividing line between images that are
classified as tampered or genuine. Since the predicted score of Image 1, Image 3 and Image 5 is
greater than the threshold, it is classified as tampered images. On the other hand, the predicted score
of Image 2 and Image 4 is less than the threshold.

Table 3: Difficult Image Condition Result

Image Condition Prediction Confidence Uncertainty Final
Score Score Value Result

Small Tampered | 0.84 93.80% 0.12 Tampered

Region

Blurred Image 0.79 91.60% 0.16 Tampered

Compressed Image 0.81 92.45% 0.14 Tampered

Complex 0.77 90.85% 0.18 Tampered

Background

Noisy Authentic | 0.26 94.20% 0.10 Authentic

Image

Table 3 shows the ADFP prediction results under various difficult image conditions. As can be seen
from the figure, the algorithm correctly identifies the presence of tampered images that have been
tampered with; it includes small tampered images, blurred images, compressed images, and images
with a complex background. The image that contains noise is correctly classified as an authentic
image because of its very low prediction score.
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Figure 6: Difficult Image Condition Prediction using ADFP

Figure 6 illustrates the prediction score of ADFP with regard to various levels of difficult images.
The red dashed line represents the threshold point used to distinguish whether the image is tampered
or not. Images with small tamper, blurred, compressed, and complex backgrounds are detected as
tampered because the scores are greater than the threshold. Noisy authentic images are detected as
authentic since the score of 0.26 is less than the threshold point.

Table 4: Robustness under Image Degradation Result

Image Degradation Prediction Score Confidence Score Robustness Status
Normal Image 0.92 96.80% High

JPEG Compression 0.84 93.50% Stable

Gaussian Blur 0.79 91.60% Stable

Low Resolution 0.76 90.85% Moderate

Noise Addition 0.81 92.30% Stable

Table 4 the robustness performance of ADFP is demonstrated in this section by various levels of
degradation of images. For instance, the original image obtains the highest value of 0.92 for
accuracy as well as the confidence level of 96.80%, which illustrates high robustness performance.
It is evident that even when subjected to JPEG, Gaussian, Low Resolution and Noise degradations,
the confidence values are all above 90%.

Robustness under Image Degradation
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Figure 7: Robustness under Image Degradation using ADFP
Figure 7 shows the confidence of ADFP in different image degradation scenarios. In case of the
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normal image, the confidence score of ADFP is maximum at 96.80%. Though the confidence
reduces in case of JPEG, blur, and low-resolution images, it is still over 90% in each scenario. This
validates the consistency and stability of ADFP in different image degradations.

Table 5: Performance Comparison of Proposed ADFP with Existing Image Forgery
Prediction Methods

Method Accuracy | Precision | Recall | F1- ROC-
score AUC
RIFD-Net [30] 95.60% 95.20% 94.80% | 95.00% | 0.962
RDS-YOLOVS [31] 96.10% 95.70% 95.40% | 95.55% | 0.968
Hybrid Vision Transformer-SVM | 96.80% 96.30% 96.10% | 96.20% | 0.974
[32]
CMV2U-Net [33] 97.20% 96.90% 96.60% | 96.75% | 0.978
SFTA-Net [34] 97.60% 97.20% 97.00% | 97.10% | 0.982
Bayesian DL [35] 98.10% 97.80% 97.50% | 97.65% | 0.987
Proposed ADFP 98.90% 98.60% 98.30% | 98.45% | 0.994

Table 5 is used to compare the proposed ADFP technique with the existing approaches to detecting

forgeries in images based on Accuracy, Precision, Recall, F1-score and ROC-AUC measures. In

terms of performance, the proposed technique is superior to all other techniques with an accuracy

0f 98.90%, precision of 98.60% and recall of 98.30%, F1-Score of 98.45% and ROC-AUC of 0.994.
Accuracy Comparison Analysis for Proposed ADFP
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Figure 8: Accuracy Comparison Analysis for Proposed ADFP

Figure 8 shows the accuracy performance comparison between existing approaches and the
proposed ADFP approach. In this research, the proposed ADFP technique outperforms other
techniques by attaining maximum accuracy up to 98.90%. These results indicate that the proposed
ADFP model has higher performance compared to RIFD-Net, RDS-YOLOvVS5, Hybrid Vision
Transformer-SVM, CMV2U-Net, SFTA-Net and Bayesian DL. Higher accuracy values
demonstrate that advanced feature fusion enhances the predictive ability.
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Precision Comparison Analysis for Proposed ADFP
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Figure 9: Precision Comparison Analysis for Proposed ADFP
Figure 9 below shows the precision values obtained from the proposed ADFP approach compared
to the conventional techniques for detecting image forgeries. It can be seen that the ADFP approach
has the highest precision value of 98.60%, which means that the technique minimizes false positive
predictions for tampered images. The higher the precision value, the fewer are the false predictions

made by the model.
Recall Comparison Analysis for Proposed ADFP

RIFD-Net [21] 94.80%
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Figure 10: Recall Comparison Analysis for Proposed ADFP
Figure 10 represents the performance of various techniques used in detecting forged images. The
proposed ADFP technique achieves the maximum recall of 98.30%. It is evident from the graph that
ADFP achieves the maximum recall rate, meaning it identifies the maximum number of tampered
images accurately. It is observed that high values of recall rates depict the increased sensitivity of

the model to forge images.
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F1-score Comparison Analysis for Proposed ADFP
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Figure 11: Fl-score Comparison Analysis for Proposed ADFP
Figure 11 shows the comparison of the Fl-score for the proposed ADFP with other existing
techniques. The proposed ADFP has produced an F1-score of 98.45%, which proves to be a very
good score, as it reflects good balance between precision and recall scores. A high F1-score indicates
efficient working of the model with minimal errors.

ROC-AUC Comparison Analysis for Proposed ADFP
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Figure 12: ROC-AUC Comparison Analysis for Proposed ADFP

Figure 12 below proposed ADFP gives the highest ROC-AUC score of 0.994 and shows a clear

distinction between real and manipulated images. It should be noted that the higher the ROC-AUC

score, the more certain the classifier will make decisions. This implies that ADFP enhances the

reliability of predictions by incorporating data fusion techniques.

4.1 Discussion

This part of the research discusses the performance of the proposed ADFP approach depending on

the final prediction accuracy, challenges in dealing with challenging images, resistance to

degradations and the capability of the uncertainty-based decision making process. The findings

explain how the ADFP approach boosts the image forensics task by applying three different metrics

- the prediction score, the confidence score, and the uncertainty value.

4.1.1 Final Prediction Reliability

The results from the last stage of the prediction process indicate that the proposed ADFP technique

is capable of distinguishing among image samples that are either altered or non-altered. The
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predicted scores for the altered images were relatively high, while those for the non-altered images
were quite low, which means that the thresholding method of prediction helped to differentiate well
between the two categories. Finally, the scores that were higher than 93% propose a high reliability
of the technique.

4.1.2 Performance under Difficult Image Conditions

Based on the results from the analysis of the challenging image condition, it is evident that the ADFP
model still retains its capability to predict well in the presence of tampering within a small portion,
blur, compression, and complex backgrounds. The tampered cases achieve a high prediction score,
indicating that the proposed technique can detect tampering in such challenging image situations.
On the other hand, the noise authentic image achieves a very low prediction score and thus is
predicted to be an authentic image.

4.1.3 Robustness under Image Degradation

Robustness Analysis reveals that ADFP can deal with degraded images like JPEG compression,
Gaussian blur, low-resolution images and addition of noise. Although there is an observed reduction
in the confidence score in case of degradation, this value is above 90 percent in all cases. It thus
implies that the proposed approach is not based solely on image quality but rather uses fused
information with confidence-based predictions. Consequently, ADFP is capable of detecting image
forgery even in real world applications involving degraded images.

4.1.5 Effectiveness of Uncertainty-Aware Prediction

Uncertainty analysis proves to be more efficient at predicting the reliability of each decision made.
The lower the uncertainty values, the higher will be the reliability of the predictions made by the
ADFP model irrespective of variations in the images being considered. Using the score of the
prediction, along with its confidence level and uncertainty value, minimizes the risks of making any
unreliable or uncertain predictions.

4.2 Ablation study

The ablation study is performed in order to analyze the effect of each of the major components used
in the proposed ADFP system on the performance of the model individually. For this purpose,
different components of the system, such as multi-source fusion, adaptive weighting, modeling
uncertainty and confidence-based decision making, have been incorporated incrementally.

Table 6: Ablation Study of Proposed ADFP Components

Model Mul | Adapti | Uncerta | Confide | Accur | Precis | Reca | F1- RO
Varian | ti- ve inty nce- acy ion 1l scor | C-
t Sou | Weight | Modelin | Based e AU
rce ing g Decision C
Fusi
on
Classifi | No No No No 96.10 95770 1954 |955 |0.96
ed % % 0% 5% 8
Output
Only
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Fusion Yes | No No No 97.20 96.80 96.5 |96.6 |0.97
Only % % 0% 5% 8
Fusion Yes Yes No No 98.10 97.70 974 |97.5 |0098
+ % % 0% 5% 7
Adaptiv

e

Weighti

ng

Fusion Yes Yes Yes No 98.50 98.10 97.9 98.0 |0.99
+ % % 0% 0% 1
Weighti

ng +

Uncerta

inty

Full Yes Yes Yes Yes 98.90 98.60 98.3 984 |0.99
Propose % % 0% 5% 4

d ADFP

The above table shows the results of the ablation study of the proposed ADFP system through
gradual inclusion of each component. The only model without fusion, adaptive weight, and
uncertainty measurement gets poor performance because it is just the classified output. As soon as
the three components are introduced the performance of the models keeps improving. This makes it
clear that the complete proposed ADFP system produces the best results with accuracy of 98.90%
and ROC-AUC of 0.994.

S. Conclusion

The proposed ADFP approach presents a robust technique for image forgery identification. The
ADFP strategy makes use of the fusion of data streams, adaptive weighting, confidence and
uncertainty modeling, which lead to better classifications of tampered images or genuine images.
As per the experiment results, the ADFP approach outperforms other techniques with an accuracy
of 98.90% and 0.994 ROC-AUC. Furthermore, robustness verification demonstrates that the
approach works perfectly fine in tough situations involving blurry, compressed, low-resolution
images, noisy images and complex background images. Moreover, ablation study also shows the
effectiveness of multi-source data stream fusion, adaptive weighting, uncertainty modeling and
confidence in enhancing the prediction results. Future scope involves further enhancement of the
approach by utilizing large-scale real-time forensic databases, deeper feature extractors and efficient
deployment frameworks.
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